®EJIEPAJIBHASA CJIY/KBA
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25 nexabps 2017 1. MockBsa Ne 239

00 yrBep:xnennu TpedoBanuii
1o odecrnev4eHno 6e30MACHOCTH 3HAYNMBbIX 00bEKTOB KPUTHYECKOM
uHpopManuoHHON HHPpacTpyKTypbl Poccuiickoit Pexepanuu
(B pea. npuka3oB ®CTIK Poccum ot 9 aBrycra 2018 . Ne 138,
ot 26 mapra 2019 . Ne 60, ot 20 ¢peBpass 2020 r. Ne 35,
ot 28 aBrycra 2024 r. Ne 159)

B coorBerctBuM ¢ myHkroM 4 uyactu 3 crtatbu 6 dDenepaibHOrO 3aKOoHA
ot 26 urons 2017 r. Ne 187-®3 «O 0Ge30macHOCTH KPUTUYECKON MHPOPMAMOHHOM
unppactpykrypsl  Poccuiickoit  ®enepanun»  (CobOpaHue  3aKOHOJATENIbCTBA
Poccuiickoit denepannm, 2017, Ne 31, c1. 4736) 1P U K A 3 bI B A 1O:

YTBepauth mnpuiiaraembie TpeboBaHus 1O OOECHEUYeHHI0 OEe30MacHOCTH
3HAYUMBIX O0BEKTOB KPUTHUECKONH MHGOPMAIIMOHHON UHPpacTpyKTyphl Poccutickoit
denepanuu.

JIUPEKTOP ®EJIEPAJIBHOM CJTYKBbI
O TEXHUYECKOMY " OKCITOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBEPXJIEHbBI
npukazoM @CTIOK Poccun
ot 25 nexabps 2017 r. Ne 239

TpeboBanusi
1o odecnevyeHn1o 0€30MaACHOCTH 3HAYMMbIX 00bEKTOB KPUTHYECKOM
uH(popMaAUOHHON MHPpacTPYKTYpbI Poccuiickoit @exepanuu

1. O0mne monoxeHus

1. Hactostmnie TpeOoBanusi pa3paboTaHbl B COOTBETCTBUU ¢ DeaepaibHbIM
3akoHOM OoT 26 wurons 2017 1. Ne 187-®3 «O 0e30MacHOCTH KPUTUYECKOU
nHpopManiioHHo uHPpacTpykTypsl Poccuiickoit deneparuu» U HapaBICHBI
Ha o0ecreyeHre yCTOHYMBOro ((yHKIIMOHUPOBAHUSI 3HAYUMBIX O0BEKTOB KPUTHYECKOI
UHGOPMAIIIOHHON UH(DpaCTPYKTYpHI Poccutickoii denepauun
(mamee — 3HaYMMBbIE OOBEKTHI, KpUTHUECKass MHGOPMAIMOHHAA WHOPACTPYKTypa)
IIpU IPOBEJICHUU B OTHOIIIEHUU HUX KOMIIBIOTEPHBIX aTak.

2. JlelicTBue HACTOAIHMX TpebGoBanumii pacrpocTpaHseTcs
Ha UWH(QOpPMAIIMOHHBIE CHCTEMbI, aBTOMAaTHU3UPOBAHHBIE CHCTEMbI YIIPABJICHUS,
UH(OPMAIIMOHHO-TEIIEKOMMYHHUKAITMOHHBIE CETH, KOTOPhIE OTHECEHBI K 3HAYMMbIM
0o0bEKTaM KpHUTHUYECKOM HWH(MOPMALIMOHHOW WHQPACTPYKTYpbl B COOTBETCTBUU
co ctathelt 7 @enepanbHOro 3akoHa ot 26 utonis 2017 r. Ne 187-D3 «O Ge3omacHOCTH
KpUTHYECKON HMHPOpMaMOHHON HHPpacTpyKTyphl Poccuiickoii @enepanunn.

3. Ilo pemieHUI0 CyObEeKTa KPUTHUECKOW MH(GOPMALIMOHHON HHPPACTPYKTYPHI
HacTosmue TpeOoBaHMS MOTYT MPUMEHATHCS ISl OOecreueHus Oe30MacHOCTH
O00OBEKTOB KPUTUYECKOM HMHPOPMAIMOHHOW HWH(PPACTPYKTYpPhl, HE OTHECEHHBIX
K 3HaYMMBIM 00BEKTaM.

4. Obecrieuenue  0OE30MACHOCTH  3HAYUMBIX  OOBEKTOB, B  KOTOPBIX
oOpaOatbiBaeTcss  uMHGOpPMAIUs, COCTaBJAIONIas  TOCYJApCTBEHHYIO  TaifHY,
OCYLIECTBIISIETCS. B COOTBETCTBUM C 3akoHomarenbCcTBOM Pocculickoin deneparuun
O T'OCYJIapCTBEHHOW TaWHE.

5.Jlns  obecrieueHnss O€30IMACHOCTH 3HAYUMBIX OOBEKTOB, SIBIISIOIIUXCS
MH()OPMAITMOHHBIMUA CHUCTEMaMH TEPCOHAIBHBIX JTaHHBIX, HacTosmme TpeboBaHUs
OPUMEHSIOTCS € ydeToM TpeOoBaHUM K 3alllUTe MEPCOHANBHBIX JAaHHBIX MpU
ux 00paboTKe B UHPOPMAIMOHHBIX CUCTEMAX MTEPCOHAIBHBIX JAHHBIX, YTBEPKICHHbIX
II0CTaHOBJICHUEM IIpaBurenbcTBa Poccutickon Penepaunun
ot 1 HosiOpst 2012 1. Ne 1119 (Cobpanue 3akoHomaTenbcTBa Poccuiickoin denepanuu,
2012, Ne 45, ct. 6257).



Jms  oOecmeueHmss O€30MACHOCTH 3HAYMMBIX  OOBCKTOB,  SIBIISIOIIUXCS
rOCyIapCTBEHHbIMU HWH(OPMAIMOHHBIMU CHUCTEMaMHM, HacTosme TpeGoBaHUs
OPUMEHSIOTCS ¢ ydeToM TpeOoBaHuii 0 3amure MHGOPMALUU, HE COCTaBISIONICH
rOCYyJapCTBEHHYIO TailHy, COJEepKalllelcs B TOCYJapCTBEHHBIX WH(OPMAIIMOHHBIX
cucteMax, yreepxaeHHbIx npukazoM OCTIK Poccuum ot 11 despans 2013 . Ne 17
(3apeructpupoBad Muntoctom Poccuu 31 mas 2013 1., peructpanuonusiii Ne 28608)
(c u3menenusiMu, BHeceHHbIMU TIpuKazoM OCTIK Poccun ot 15 despans 2017 r.
Ne 27 «O BHecenuum wusMeHenuit B TpebGoBanusi o 3amure uHOpMaIMH,
HE COCTAaBISIIOUIEH TOCYAapCTBEHHYIO TaliHy, COAEPKAIlIeCs B TOCydapCTBEHHBIX
WH(POPMAIIMOHHBIX ~ CUCTeMax, yTBepkaeHHble mnpukazom GOCTIK Poccun
or 11 ¢eBpans 2013 . Ne 17» (3apeructpupoBan Muntoctom Poccum 14 wmapra
2017 r., peructpaunoHHbIil Ne 45933).

6. bezonacHOCT, ~ 3HaYMMBIX  OOBEKTOB  oOecrneuuBaeTcsa  CyObEKTaMH
KPUTUYECKON MH(OPMAIIMOHHOW HHPPACTPYKTYpbl B paMKax (YyHKIUOHUPOBAHUS
cucteM 0e30MaCHOCTU 3HAYUMbIX OOBEKTOB, CO3/JaBAEMbIX CyObEKTaMU KPUTHUYECKOU
MH(POPMAIIMOHHON MHPPACTPYKTYphl B COOTBETCTBUU co cTtarbell 10 denepanbHOro
3akoHa oT 26 wurons 2017 1. Ne 187-®3 «O 06e30macHOCTH KPUTHUYECKOM
uHdopmaroHHoN uHppacTpykTypsl Poccuiickoit deneparum.

II. TpeboBanus k obecrneueHHO OE30MMaCHOCTH B XO/€ CO3/IaHus,
AKCIUTyaTalluy U BBIBOJA M3 AKCIUTyaTallid 3HAUUMBIX OOBEKTOB

7. ObecrnieueHue 0€30MaCHOCTH 3HAYMMBIX OOBEKTOB SBJISIETCS COCTABHOM
9JacThIO paboT MO CO3MaHUIO (MOJEPHU3AIINH, TP KOTOPOU M3MEHSCTCS apXUTEKTypa
3HAYUMOTO OOBEKTa, B TOM YHCJIEC TMOJCUCTEMa €ro 0e30MacHOCTH, B COOTBETCTBHUH
C OTACNBHBIM TEXHUYCCKUM 3aJaHHEM Ha MOJCPHHM3AIMI0 3HAYUMOTO OOBEKTa
u  (WIM)  TEXHUYECKUM  3aJaHueM  (YacTHBIM  TEXHMYECKHM  3a/IaHUEM)
HAa  MOACPHM3AIIMI0O  TIOJCUCTEMBI  OC30MAaCHOCTH  3HAYUMOTO  OOBEKTa
(mamee — MopepHU3AIMs), DKCIUTyaTalldd U BBIBOJA W3 JKCIUTyaTallud 3HAYUMBIX
00BeKTOB. Mephl 110 00ecredeHno 6€30MacCHOCTH 3HAYMMbIX 00BEKTOB TPUHUMAIOTCS
Ha BCEX cTaausX (dTamax) ux >KU3HEHHOTO KA.

8. Ha cragusx (3Tamax) »KU3HEHHOTO IMKJIA B XO/I€ CO3/IaHus (MOACPHU3AIUN),
AKCILTyaTaIliy ¥ BBIBOJIA U3 DKCILTyaTallud 3HAYUMOTO OOBEKTa TMPOBOISITCS:

a) yCTaHOBJICHHE TpeOOBaHUN K oOOecreueHuto Oe30MacHOCTH 3HAYUMOTO
00BEKTa;

0) pa3paboTka OpraHU3alMOHHBIX U TEXHUYECKUX Mep IO O0O0ECIECYEHUIO
0€30MacHOCTH 3HAUNMOTO 00BEKTA;

B) BHCJPCHHEC OPTaHU3AIMOHHBIX M TEXHUYCCKHX MeEp IO O00ECICUCHHUIO
0e30IMacHOCTH 3HAYMMOT0 00OBEKTa U BBOJI €TI0 B JICHCTBHE;

r) obecrnieueHre 6€30NacCHOCTH 3HAYUMOTr0 00BEKTA B XOZI€ €r0 AKCILTyaTalllu;



1) o0ecrieueHre  OE30MAacCHOCTH  3HAYMMOTO  O0BEKTa  TMPU  BHIBOJE
€ro U3 DKCILUTyaTaIiH.

Pesynbrarel peanuzanuu  MEpOINpPHUSTUN, MPOBOJUMBIX ISl OOeCredeHHUs
0€30MacHOCTH 3HAUMMOI0 OOBbEKTa Ha CTaausIX (3Tamax) ero >KU3HEHHOTo IHKIIA,
nojyiexxar JokymeHTupoBaHuio. CoctaB U (OpPMBI JIOKYMEHTOB OMNPECISIOTCS
CYObEKTOM KpUTHUYECKON MHPOPMALIMOHHON HHPPACTPYKTYPHI.

9. Ins 3HAYUMBIX OOBEKTOB, HAXOIAIIUXCS B OKCIUIyaTallMd, HACTOSIIUE
TpeboBanus mojIeKaT peajdu3allid B paMKax MOJEPHM3AIMU WM J0OCHAICHUS
MOJICUCTEM OE€30MaCHOCTU SKCILTyaTUPYEMbIX 3HAYMMbIX OOBEKTOB. MoaepHHU3alus
WM JTOOCHAILEHUE TOACUCTEM O€30MacHOCTH 3HAYMMBIX OOBEKTOB OCYIIECTBIIACTCA
B TMOPSAJKE, YCTAaHOBIEHHOM HACTOSIIMMU TpeOOBaHUSMHU IS CO3MaHUS 3HAYMMBIX
O00OBEKTOB M MX TMOACUCTEM OE30MaCHOCTH, C YYE€TOM HMEIONIUXCS Y CYOBEKTOB
KpUTUYECKOM  MH(POPMALMOHHOM  HHPPACTPYKTYypbl  OporpamMm  (IJIAHOB)
M0 MOJICPHU3AIUH WU JTOOCHAIIEHUIO 3HAYUMBIX OOBEKTOB.

YcranoBieHne TpeOOBaHU K 00eCTIedeHUI0 OE30TaCHOCTH
3HAYUMOTO 0OBEKTa

10. 3aganue TpeboBaHUN K 0OeCreyeHHI0 OE€30MacHOCTH 3HAYUMOIO OOBEKTa
OCYLIECTBIISIETCS CYOBEKTOM KpPUTHYECKOM HH(OPMALMOHHONW HHMPACTPYKTYpHI
U (WIK) JIMIOM, YCTaHABIMBAIOIIMM TpeOOBaHUS K OOecHeueHHuro Oe30MacHOCTU
3HaYMMBIX OOBEKTOB, B COOTBETCTBUM C KaTETOPHEH 3HAYMMOCTH 3HAYMMOTO OOBEKTa,
OTIpe/IeTICHHON B TMOPSAJIKE, YCTaHOBICHHOM [IpaBunamu KareropupoBaHUs 0OBEKTOB
KpuThyeckoil uHpopMannoHHON  uHpacTpykTypbl Poccuiickoit  ®deneparmu,
YTBEp)KIECHHBIMA  niocTaHoBieHneMm IIpaBurensctBa Poccuiickonn ®enepanun
ot 8 deBpanisg 2018 . No 127 «O6 yrBepxkaenuu [IpaBun kareropupoBanusi 00bEKTOB
KpUTHYeCcKoi nHpopMaoHHON nHppacTpykTypsl Poccuiickoit @enepanuu, a Takxke
MepeyHsl  TOKaszaTelied  KPUTEPUEB  3HAYUMOCTH  OOBEKTOB  KPUTHUYECKOM
uHpopmanonHot  uHbpacTpykTypbl  Poccuiickoit  ®epepanun»  (Cobpanue
3akoHoaaTenbcTBa Poccuiickoit denepanmm, 2018, Ne 8, ct. 1204).

TpeboBanusi Kk obOecrneueHn0 Oe30MaCHOCTH BKIIIOUAIOTCS B TEXHUYECKOE
3aJlaHi€ Ha CO3/IaHME 3HAYMMOTO O0BEKTa M (WJIM) TEXHUYECKOE 3a7aHue (4acTHOE
TEXHUYECKOE 33/1aHKE) Ha CO3/IaHue MOJCUCTEMbI O€30MMaCHOCTH 3HAYUMOT0 OObEKTa,
KOTOPBIE TOJKHBI COAEPKATh:

a)nenb W 3aJadyud  oOecriedeHus 0e30MacHOCTH 3HAYMMOTo  OOBEKTa
WM TOICUCTEMbI 0€30MaCHOCTH 3HAYMMOT0 00BEKTA;

0) KaTeropuio 3HAYMMOCTH 3HAYUMOI0 O0OBEKTA;

B) MEpeUYCeHbh HOPMATHBHBIX IPABOBBIX AaKTOB, METOIWYECKUX JTOKYMEHTOB
Y HAIIMOHAJIBHBIX CTAHAAPTOB, KOTOPHIM JIOJIKEH COOTBETCTBOBATh 3HAYMMBIN OOBEKT;

I') IepeYeHb TUIIOB OOBEKTOB 3aIUTHI 3HAYUMOT0 O0BEKTA;
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1) TpeOOBaHUSI K OPraHU3AIMOHHBIM M TEXHHUYECKHUM MeEpaM, MPUMEHIEMBIM
i obecriedeHns 6€30MacHOCTH 3HAUMMOTO OOBEKTA;

¢) cTaauu (dTanbl paboT) CO37aHUS IOJCUCTEMBbI OE30MaCHOCTH 3HAYMMOTO
00BEKTa;

) TpeOOBaHUSI K MPUMEHSEMbIM MPOrPaMMHBIM U TPOrPAMMHO-ANIMapaTHBIM
CpeliCTBaM, B TOM YHMCJIE CPEJCTBAM 3aIUThl HHPOPMAIUK;

3) TpeOOBaHMS K  3alllUT€ CPEeICTB W CHCTEM, O0O0€CIHeuMBaIOIINX
(GYHKIIMOHMPOBAaHKE 3HAYMMOTO 00BbeKTa (00ecneunBaroeld HHPPacTPyKType);

1) TpeOoBaHUsI K MH(POPMAIMOHHOMY B3aUMOJIEUCTBHUIO 3HAYMMOTO OOBEKTa
C WHBIMA OOBEKTaMH KPUTHYECKON HMH(POPMAITMOHHOW WHOPACTPYKTYPHI, a TaKXKe
WHBIMA HMH(QOPMALMOHHBIMA CHCTEMaMH, AaBTOMATU3UPOBAHHBIMH CHCTEMaMHU
yIpaBIeHUS WM HHPOPMAITHOHHO-TETICKOMMYHUKAIIMOHHBIMU CETSIMU;

K) TpeOOBaHUSI K COCTaBy U COAEPKaHUIO JOKYMEHTAIlUM, pa3padaTbiBacMoit
B XOJIE CO3/IaHUs 3HAYNMOTO 00OBEKTA.

B cnyuae eciiv 3HaUMMBI 00BEKT CO3/1aeTCA B paMKax 00BEKTa KallUTaJIbHOTO
CTPOMUTENIbCTBA, TPEOOBaHUS K OOECHEUEHUIO0 OE30MACHOCTH 3HAUMMOIO OOBEKTa
3aJJalOTCS  3aCTPOMIIMKOM M O(OPMISIOTCS B BUAE MNPUWIOKEHUS K 3a/JaHUIO
Ha MPOEKTUPOBAHUE (PEKOHCTPYKLIHIO) 00BEKTa KAaUTAIbHOTO CTPOUTENHCTBA.

[Tpu omnpeneneHun TpeOOBaHMI K 0OECIEUEHHIO OE30MACHOCTH 3HAYMMOIO
o0beKTa YUUTBIBAOTCS HOJIOKEHHUS OpraHU3alMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB IO 00€CIIeUeHUI0 0€30I1aCHOCTH 3HAUNMBIX 0OBEKTOB, pa3padaThiBa€MbIX
cyObeKTamMu KPUTHYECKOU MH(}OPMALIMOHHON UH(DPaCTPYKTYpbI
B COOTBETCTBUU C TPeOOBAaHUSMHU K CO3JAHUIO CHUCTEM O€30MaCHOCTH 3HAUYMMBIX
00BEKTOB U 00eCTIeUeHHIO MX (PYHKIIMOHUPOBAHMS, YTBEPKICHHBIMU B COOTBETCTBUU
¢ nmyHKTOM 4 yactu 3 crateu 6 @enepanbHOro 3akoHa ot 26 uronsg 2017 r. Ne 187-03
«O 0e30MacHOCTH KpUTUYECKON HH(POPMAaMOHHON HHPpacTpyKTyphl Poccuiickoi
Oenepann»  (mamee  —  OPraHU3AIMOHHO-PACTIOPSAMTEIBHBIE  TOKYMEHTBI
1o 6€30MaCHOCTH 3HAYUMBIX OOBEKTOB).

Pa3paboTka opraHM3alMOHHBIX U TEXHHYECKUX MEP IO 00CCIICUCHHIO
0€30MaCHOCTH 3HAYMMOTO 00BEKTA

11. PazpaboTka OpraHU3aIMOHHBIX W TEXHUYECKHX MEp MO0 00CCIEUYCHUIO
0€30MacHOCTH 3HAYUMOTO OOBEKTa OCYIIECTBISETCS CYObEKTOM KPHUTUYECKOU
nH(pOpMaMOHHON UHPPACTPYKTYPHI U (WJIN) JTUIIOM, TPUBJIEKAEMbIM B COOTBETCTBUU
¢ 3akoHoaarenbcTBOM Poccuiickoit deaepannu K IpoBeaeHUI0 pabOT MO CO3JaHUIO
(MozlepHHU3AIMK) 3HAYUMOTO OOBEKTa M (WJIM) OOECIEUEHHUIO €ro Oe30IMacHOCTH,
B COOTBETCTBHH C TEXHHMUYECKHM 33JJaHUEM Ha CO3JaHUE 3HAYMMOTO O0beKTa U (WIJIH)
TEXHUYECKUM 3a/IaHeM (JaCTHBIM TEXHUYECKUM 33JJaHIEM ) Ha CO3TIaHHE TTOCHCTEMBI
0€30I1aCHOCTH 3HAYMMOTO 00BEKTA U JTOJHKHA BKJIIOYATh:
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a) aHaiau3 yrpo3 Oe3omacHOCTH WHGOpMAUu W pa3paboOTKy MOAEIU YIrpo3
Oe3omacHOCTH HH(POPMAITUY WM €€ YTOUHEHUE (TIPU €€ HAJTUIHH);

0) MPOEKTUPOBAHUE MOJACUCTEMbI OE30MTACHOCTH 3HAYUMOI0 00BEKTA;

B) pa3palboTKy pabodyeil (PKCIUTyaTallMOHHOM) JOKYMEHTAIlMM Ha 3HAYMMBII
00BEKT (B 4aCTH 00ECIICUCHHS €ro OE30MTaCHOCTH).

Pa3pabatbsiBaemMble OpraHU3alMOHHBIE U TEXHUYECKHUE MEPBI M0 00ECIEUCHUIO
0€30MacHOCTH 3HAYUMOI0 OOBEKTa HE JIOJDKHBI OKa3blBaTh HETaTMBHOIO BIUSHUSA
Ha CO3/1aHKE U (PYHKIIMOHUPOBAHUE 3HAYUMOTO OOBEKTA.

[Ipu pa3paboTke OpraHU3AIMOHHBIX M TEXHUYECKHMX MeEp IO 00eCHeueHHUIO
0€30MacHOCTH  3HAYMMOTO  OOBEKTAa  YYMTHIBACTCS  €ro  HMH(OpPMALKUOHHOE
B3aUMOJICUCTBHE C  HWHBIMU  OOBEKTAMHU  KPUTHYECKON  HMH(POPMALMOHHON
UHQPACTPYKTYphl, HMHDOPMALMOHHBIMH  CHCTEMaMH,  aBTOMATHU3WPOBAHHBIMH
CUCTEMaMH yTPaBICHHS WU HHPOPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMU CETSIMH.

11.1. enpto  anHanu3a yrpo3 0€30MaCHOCTH  HUH(POpMALUU  SIBISIETCS
OTPENICJICHUE BO3MOXKHBIX CIOCOOOB  peann3anuv  (BOSHUKHOBEHHUS)  yIpoO3
0e30MacHOCT HMH(pOpMAMM M TOCIEACTBUM HUX peaau3auudl (BO3HUKHOBEHMS)
C YY4ETOM COCTaBa MOJIb30BATENEH U UX MOJTHOMOUYMH, IPOrPaMMHBIX M IPOIPaMMHO-
anmapaTHbIX  CpPEACTB, B3aMMOCBsI3€  KOMIIOHEHTOB  3HAYMMOIO  OOBEKTa,
B3aMMOJICHCTBUS C UWHBIMH  OOBEKTAMU  KPUTHYECKOM  HMH(POpMAIMOHHOU
UHQPACTPYKTYpbl,  MHGOPMAIIMOHHBIMU  CUCTEMaMH,  aBTOMAaTHU3UPOBAHHBIMU
CUCTEMaMHU  YIIpaBieHUs, HWH(POPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIMU  CETAMHU
(manmee — apXWUTEKTypa 3HAYMMOIO OOBEKTa), a Takke OCOOEHHOCTEH
(YHKIIMOHUPOBAHUS 3HAUUMOTO OOBEKTA.

AHanu3 yrpo3 6e30nacHoCTy UH(HOPMALIMK JTOJKEH BKIIIOYATh:

a) BBISIBIICHHE HWCTOYHUKOB YyIpo3 O€30MacHOCTH HWH(OpMAIMU M OLIEHKY
BO3MOYKHOCTEH (ITOTEHI[MaNa) BHEITHUX ¥ BHYTPCHHHUX HApyIINTENCH;

0) aHaM3 BO3MOXKHBIX YA3BUMOCTEH 3HAYMMOTO OOBEKTa U €ro MPOrPaMMHBIX,
MIPOrPaMMHO-AIMAPATHBIX CPEACTB;

B) OTIPEJICIICHHE  BO3MOXKHBIX  CIIOCOOOB  (CIIEHApHWeB)  pean3aluu
(BO3HMKHOBEHMS) YTpo3 OE30M1aCHOCTH MH(OPMAITUH;

I') OLICHKY BO3MOXHBIX TOCJEICTBUN OT peaju3aluu (BOZHUKHOBEHHS) YIpo3
6e30macHOCTH HH(POPMAITUH.

B kauecTBe MCXOMHBIX JaHHBIX JIJIS aHAJIM3a yTpo3 0e30MacHOCTH UH(pOpMaLIUU
MCIIONIb3YeTCs OaHK JaHHBIX Yrpo3 0e30MacHOCTH WHGOPMAINH, BEJIECHUE KOTOPOTO
ocymectBisiercss ®CTOK Poccun B COOTBETCTBMM € NOANMYHKTOM 21 myHKTa &
[Tonoxenuss o denepanbHO Clyk0€ MO TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOJIIO,
yTBepxkAeHHOTO YKazoM lIpesunenta Poccuiickoit ®denepannu ot 16 aBrycra 2004 1.
Ne 1085 (CoOpanue 3akoHomarenbctBa Poccuiickoit ®Denepammu, 2004, Ne 34,
cT. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, ct1. 4921; Ne 47, ct. 5431; 2012, Ne 7,
cT. 818; 2013, Ne 26, ct. 3314; No 53, ct. 7137; 2014, Ne 36, cT. 4833; No 44, ct. 6041;
2015, Ne 4, c1. 641; 2016, Ne 1, ct. 211; 2017, Ne 48, ct1. 7198) (nanee — 6aHK TaHHBIX
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yrpo3 ©Oe3zomacHoctu wHpopManmu DOCTIK Poccum), a Takke WMCTOYHHKH,
cofiep Kalllie HHbIE CBEACHH 00 YSI3BUMOCTSX U yrpo3ax 6€30MmacHOCTH HHGOpMAITHH.

[lo pesynbraTam aHanmu3a yrpo3 0e30macHOCTH WHGOPMAIMU MOTYT OBITh
pa3paboTaHbl PEKOMEHJAIMU MO0 KOPPEKTUPOBKE ApPXUTEKTYpPhl 3HAYMMOTO OOBEKTa
U OpraHU3allMOHHO-PACTIOPSAUTENbHBIX JOKYMEHTOB IO 0€30MacCHOCTH 3HAYUMBIX
00BEKTOB, HaINpaBICHHbICE HAa OJOKUPOBAHME (HEUTpalu3allio) OTIEIBHBIX YIpPO3
0e30macHOCTH HHGOPMAITUH.

Mogens yrpo3 0e3omnacHOCTH HHGPOpPMAIMK JIOJDKHA COAEpPKaTh KpaTKoe
OMHCAHUE APXUTEKTYpbl 3HAYUMOTO OOBEKTA, XapaKTEPUCTUKY HCTOUHUKOB YIpO3
6e30macHOCTH MH(OpPMALIMK, B TOM YWCJIE MOJEIh HAPYIIUTEINs, U OMUCAHUE BCEX
yrpo3 06e301macHOCTU UHPOPMAIINH, aKTyJIbHBIX JIJIs1 3HAYUMOTO 00BEKTA.

OnucaHue Kaxxa0i yrpo3sl 0€301acCHOCTH HH(POPMALMU JOKHO BKJIHOYATH!

a) ICTOYHUK YIpO3bl 0€30MaCHOCTH UH(POPMALIUY;

0) ysa3BUMOCTH  (OIUMOKH),  KOTOpPbIE  MOTYT  OBITb  HMCHOJB30BaHbI
Uil peanu3anuu  (CocoOCTBOBAaTh  BO3HUKHOBEHHIO) Yrpo3bl  O€30MACHOCTU
uHbopMaIny;

B) BO3MOXKHBIE CIIOCOOBI (CLIEHapHM) peajau3aluu yrpo3bl 0€30MacHOCTU
uHbopMaIuy;

I') BOBMOXKHBIE TOCJIEACTBUS OT peaju3alud (BO3HUKHOBEHHS) YIPO3bl
6e30macHOCTH HH(POPMAITUH.

Mopnens yrpo3 Oe3omacHOCTH HHGOPMAlUU MOXET pa3padarbiBaTbCs AJIs
HECKOJIbKMX 3HAaYMMbIX OOBEKTOB, MMEIOUIMX OJAMHAKOBBIE LEIM CO3IaHMS
U apXUTEKTYPY, a TAKKE TUIOBbIE YTPO3bl 0€30MACHOCTU UH(OPMALIMH.

Jns ompenenienust yrpo3 0€30MacHOCTH MHQPOpMALMU U pa3pabOTKU MOJCIH
yIrpo3 6€30MacHOCTH MH(OPMAIMH TOJKHBI IPUMEHSATHCS. METOJUYECKHE JOKYMEHTHI,
paspaborannbie U yrBepxkAeHHble @DOCTOK  Poccum B COOTBETCTBUU
¢ noanyHKkToM 4 myHkra 8 I[lonoxenus o denepanbHON Cily)X0€ MO TEXHUYECKOMY
W DKCIIOPTHOMY KOHTPOJIKO, YTBEpKAEHHOro Ykaszom Ilpesumenta Poccuiickoi
®enepannu ot 16 aBrycra 2004 r. Ne 1085.

11.2. TlpoekTupoBaHue TOJICUCTEMBI OE30MaCHOCTH 3HAYMMOTO OOBEKTa
JOJDKHO OCYIIECTBIISAITHCS B COOTBETCTBMM C TEXHMUYECKHM 33JaHMEM Ha CO3JaHHE
3HaYMMOIro OO0beKTa U (WJIM) TEXHUYECKUM 3aJlaHueM (YacTHBIM TEXHUYECKUM
3aJJaHUEM) Ha CO3JlaHUE TMOJACHUCTEMBI 0€30MACHOCTH 3HAYUMOTO O0BEKTa C y4eTOM
MOJIeIM yrpo3 0e30macHOCTH MHGOPMAIMM M KaTerOpUH 3HAYMMOCTH 3HAYMMOTO
oOBeKTa.

[Ipu npoeKkTHpOBaHUU MOJACUCTEMBI O€30MACHOCTH 3HAYMMOTO OOBEKTA:

a) OMpENENAOTCS CYOBEKThl JOoCTyna (TMO0JIb30BaTEeNIM, MPOIECChl U HMHBIC
CYOBEKTBI JOCTYIA) U OOBEKTHI I0CTYIA;

0) onpenensoTcd MOJUTUKH  YOPABICHHUS  JOCTYNOM  (JUCKpELUMOHHA,
MaHJaTHasl, poJjieBas, KOMOMHUPOBAHHAs);

B) OMPEIENSIOTCA 1 000CHOBBIBAIOTCS] OPraHU3aI[MOHHbIE U TEXHUYECKUE MEPHI,
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MOJIeXKAIINE PeaTn3alii B paMKax MOJICUCTEMBI 0€30IMaCHOCTH 3HAYMMOTO O0OBEKTA;

T) ONpPEAENAOTCs BHUABl W THUIBI  CPEACTB  3allUThl  MHGOpMAIUH,
oOecreynBarolue peaan3aluio TEXHUYECKUX Mep Mo obOecrneyeHuto 0e30MacHOCTU
3HAYUMOTO OOBEKTAa;

1) OCYIIECTBISIETCS  BBIOOP CPEACTB  3alUThl  HMHpoOpManuu ©  (WIH)
uX pa3paboTKa C yueTOM KaTeropuu 3HAYUMMOCTH 3HAUUMOT0 00bEKTa, COBMECTUMOCTH
C TMpPOrpaMMHBIMA U MPOrPAMMHO-ANMAPaTHBIMU CPEJICTBAMHU, BBITOJIHSIEMbIX
(byHKIMI 6€30MaCHOCTH U OIPaHUYEHUHN Ha IKCIUTyaTalluIo;

€) pa3pabarbiBaeTCsl aApXUTEKTypa TMOACUCTEMbl 0O€30MacHOCTH 3HAYUMOTO
00beKTa, BKIIOYAIOIIAs COCTaB, MECTAa YCTAHOBKH, B3aUMOCBSI3U CPEACTB 3alllUTHI
uH(popmamy;

) OIPEICNAIOTCST TpeOOBaHMs K TMapamMeTpaM HACTPOMKH MPOTPAMMHBIX
U TPOrpaMMHO-AIMapaTHRIX CPEJCTB, BKJIIOYAs CPEICTBA 3alIUTHl WH(GOpPMAIUH,
o0ecrneurBaroIne peaanu3aluio Mep o 00ecrneyeHrno 0e30MacHOCTH, OJJIOKUPOBAHUE
(HedTpanuzaiuio) yrpo3 0e30macHOCTH MH(MOpPMAIUU U yCTpPaHEHHUE YSI3BUMOCTEH
3HaYMMOT'0 OOBEKTA;

3) ONPEAEIIAIOTCA MEPBI M0 00ECIIEUEHNI0 OE30MIaCHOCTH MIPH B3aUMOAECHCTBUU
3HAYMUMOTr0 OOBEKTAa C HWHBIMH OOBEKTaMH KPUTHUYECKOW HMHPOPMALMOHHON
UHQPACTPYKTYpbl,  MH(OOPMALMOHHBIMU  CHCTEMaMH, aBTOMAaTHU3UPOBAHHBIMU
CUCTEMaMH yNPaBICHUS WU UHPOPMALIMOHHO-TEJIEKOMMYHUKALMOHHBIMU CETSIMH.

B ciydae ecnu B Xoie MPOEKTUPOBAHMS ITOJICUCTEMBI OE301TaCHOCTH 3HAYUMOTO
o0BbEKTa MpPEeayCMOTpEHa pa3pabdoTKa MPOrpaMMHOIO OOECHeYeHHUs, B TOM YHCIIE
MPOTPAMMHOTO OOECIEeUeHUsI CPEJCTB 3alllUThl HWHQPOpPMAIMM, Takas pa3padoTKa
MIPOBOJIMTCS B COOTBETCTBUH CO CTaHAapTaMH O€30MacHOM pa3paboTKH MPOrPaMMHOTO
oOecrieueHusl.

PesynpTaTel MPOEKTUPOBAHUS MOJICUCTEMBI OE30MMACHOCTH 3HAYUMOTO OOBEKTa
OTPaXalTCsI B TMPOEKTHOW JOKYMEHTAIIMM Ha 3HAYUMBIA OOBEKT (MOJICUCTEMY
0e30MacHOCTH  3HAYMMOTo  O0bEKTa), pa3padarbiIBaéMO B  COOTBETCTBHH
C TEXHUYECKHM 3a/laHheM Ha CO3JaHHE 3HaYMMOro OObeKTa U (MJIM) TEXHUYECKUM
3aJlaHueM (4aCTHBIM TEXHMUYECKHM 3a/laHMeéM) Ha CO3JaHUE TOJICUCTEMBI
0€3011acCHOCTH 3HAYMMOTO OOBEKTA.

B mpouecce npoeKkTupoBaHUsl 3HAUUMOTO OOBEKTa €ro Kareropus 3HAYMMOCTH
MOKET OBITh YTOUHEHA.

B nensix TecTupoBaHus MOJCUCTEMBI O€30MIaCHOCTH 3HAYUMOTO 0OBEKTA B XOJ1€
IIPOEKTUPOBAHUS MOXKET OCYIIECTBISITHCS €€ MAaKETUPOBAHUE MITU CO3JJaHUE TECTOBOM
cpensl. TecTrpoBaHre HOKHO OBITH HAIIPABIEHO HA!

obecrieyeHne pabOTOCIIOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPEACTB
3aIUThl HHPOPMAIIMKA C TPOTPAaMMHBIMH M anmapaTHBIMU CPEACTBAMU 3HAYUMOTO
00BEKTa;

MPAKTHYECKYI0 OTPaOOTKY BBIMOJHEHHUS CPEACTBAMH 3allUThl HH(pOpMAUU
(GyHKIMI O€30MacHOCTH, a TakKKe BBINOJIHEHUS TpeOoBaHUM MO OE30MaCHOCTH,



NpeAbSIBISIEMbIX K MPOTPAaMMHBIM UM MIPOrpaMMHO-AIApaTHBIM  CPEACTBaM,
B TOM YHCJIE€ CPEACTBAM 3aIlUThl WH(OPMAIMHM, B COOTBETCTBHU C ITyYHKTAMH
27-31 nactosmux TpeOoBaHMiA;

UCKIIIOYEHUE BIUSHUSA TOJCUCTEMBbI 0€30MacHOCTH Ha (PYHKIIMOHHUPOBAHHE
3HAYUMOTO OOBEKTA.

MaketupoBaHie  TOJCUCTEMBI  O€30MACHOCTH  3HAYUMOIO  OOBEKTa
U €€ TECTUPOBAHUE MOXKET NPOBOAUTHCS C HMCIOJIB30BAHUEM CPENCTB U METOMOB
MOJIEJINPOBAHMSI, a TAK¥KE C UCIIOIb30BAHUEM TEXHOJIOTHI BUPTYaJIU3aLlAH.

[Ipy mnpoekTupoBaHUU MOACUCTEM O€30MACHOCTU 3HAYUMBIX OOBEKTOB,
SBIISTIOIINXCSA  MH()OPMAITMOHHO-TEIICKOMMYHUKAIIUOHHBIMU ~ CETSIMH,  HACTOSIIUE
TpeboBaHusl NPUMEHAIOTCS C ydeToM TpeOoBaHMU K NPOECKTHPOBAHUIO CETEU
ANEKTPOCBA3U, YTBEPKACHHBIX MprKa3zoM MunkoMcBsasu Poccun ot 9 mapra 2017 .
Ne 101 (3apeructpupoBan Muntoctom Poccum 31 mas 2017 1., peructpanmoHHBIN
Ne 46915), a Takke WHBIX HOPMATHBHBIX NPABOBBIX AKTOB (eAEpaIbHOrO OpraHa
MCIIOJIHUTEIbHOM BIACTH, OCYILIECTBISIOMEro (PYHKIMU MO BHIPAOOTKE U peau3aluu
rOCyJapCTBEHHOM MOJUTUKU U HOPMATHUBHO-TIPABOBOMY PETYJIMPOBAHUIO B 00JIacTH
CBSI3H.

11.3. Pa3paboTka paboueil (9KCIUTyaTallUOHHOM) TOKYMEHTAIlMU Ha 3HAYUMbIN
OOBEKT OCYIIECTBISIETCSA B COOTBETCTBUM C TEXHHMYECKUM 3aJ]aHMEM Ha CO3/IaHUE
3HAYUMOTO OOBbEKTa W (WJIM) TEXHUYECKUM 3aJaHueM (JacCTHBIM TEXHUYECKUM
3aJJaHuEM) Ha CO3JaHHe MOACUCTEMbI 0€30MaCHOCTH 3HAYMMOTO OOBEKTa Ha OCHOBE
MIPOEKTHOW TOKYMEHTALIUH.

Pabouasi (KcmilyarallMOHHAas) JOKYMEHTAlMs Ha 3HAYMMBIA OOBEKT JOJKHA
COJIEPIKATh:

ONMHCAHUE APXUTEKTYPbI MOACUCTEMBI 0€30MTACHOCTH 3HAYMMOTO OOBEKTA;

MOPSAOK U MapaMeTpbl HACTPOUKH MPOrPAMMHBIX U TPOTPaMMHO-aNNapaTHbIX
CPEJICTB, B TOM YHUCJIE CPEJCTB 3aIUTHI HHPOPMALIUK;

MpaBUia AKCIUTyaTallMy MPOTPAMMHBIX M IPOTrpaMMHO-aNMapaTHbIX CPEACTB,
B TOM YHCJI€ CPEACTB 3alUThl UHPOpMaIuu (TpaBuiia 0€30MaCHOM SKCIUTyaTalliH ).

CocraB u popmbl paboueil (IKCITyaTallMOHHOW ) JOKYMEHTAIIMH OMPEEIISIOTCS
B COOTBETCTBHH C TEXHUYECKUM 3aJaHUEM Ha CO3JaHHE 3HAUMMOTO OOBEKTa U (WJIH)
TEXHUYECKUM 3aIaHUEM (4acTHBIM TEXHUYECKUM 3a/IaHHEM )
Ha CO37[aHHUEe MOACUCTEMbI 0€30MACHOCTH 3HAYMMOTO 0OBEKTA.

Brenpenue opraHn3alioOHHBIX U TEXHUYECKUX Mep M0 00ecnieueHno 0e30MacHOCTH
3HaYMMOTO OOBEKTa U BBOJI €TO B JICHCTBHUE

12. BHenpeHue OpraHu3alMOHHBIX M TEXHUYECKUX MEp MO O0EeCHedyeHHIO
0€30MacHOCTH  3HAYMMOIO OOBEKTa OpraHu3yercss CyOBEeKTOM KPUTHYECKOU
UH(OPMALIMOHHON HMH(GPACTPYKTypbl B COOTBETCTBUM C MPOEKTHOM U pabdoueit
(PKCIITyaTallMOHHOM)  JTOKYMEHTallMe Ha 3HAuuMbIi OOBEKT, CTaHJIapTaMu
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OpraHM3alUN U BKIIIOYAET:

a) yCTAHOBKY H HACTPOWKY CpEACTB 3alIuThl HWH(OpPMAIMKM, HACTPOUKY
MPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEJICTB;

0) pa3paboTKy OpPTraHU3allMOHHO-PACTIOPSAAUTEIbHBIX JIOKYMEHTOB,
perIaMEeHTUPYIOIINUX MpaBUia U MPOIEayphbl 0OecIiedeHrs 0€30MacHOCTH 3HAYMMOT0
00BEKTa;

B) BHCIPEHHE OpraHU3aIllMOHHBIX Mep II0 O0OecredeHnu0 O0e30MacHOCTH
3HAYUMOTO OOBEKTA;

I') IPEBAPUTEIIbHBIC HCIBITAHUS 3HAYUMOTO OOBEKTa M €ro IOJICUCTEMBI
0e30IMacHOCTH;

1) OTIBITHYIO ~ JKCIUTyaTallul0 3HAYMMOTO OOBEKTa U €ro IMOJACHUCTEMBI
0C30IacHOCTH;

€) aHaJIu3  YSA3BUMOCTEM  3HAaYUMOro  OOBbEeKTa U TPUHATHE  MEP
10 UX YCTPAHECHUIO;

’K) IPUEMOUYHbIC UCIIBITAHUS 3HAYUMOTO OOBEKTa M €ro IMOJACUCTEMBI
0€30MacHOCTH.

[lo pemenuto cyObekTa KpUTHUYECKONM HHGOPMAIMOHHON HHPPACTPYKTYPHI
K pa3pabOoTKe U BHEAPEHUIO OPTAHU3AIMOHHBIX U TEXHUYECKUX MEP M0 00eCIeUECHUIO
0€30MacHOCTH 3HAYMMOTO OOBEKTa MOXKET MPUBJIEKATHCS JIMIIO, HKCILTyaTHUpPYIOIee
(TuTaHupyoIIee SKCIUTYaTUPOBATh) 3HAYUMBIN OOBEKT.

12.1. YcraHOBKa ¥ HACTpOWKa CpEICTB 3allUThl HMHQPOpPMAIUU JOJKHA
MPOBOAUTECS B COOTBETCTBUU C TMPOEKTHONM U paboueil (SKCILTyaTallMOHHOM)
JOKyMEHTAIIMEe Ha 3HAYUMbIA OOBEKT, & TAKKE B COOTBETCTBUU C HKCILTyaTal[MOHHOMN
JIOKyMEHTaIlMel Ha OTJeIbHbIC CPEACTRA 3aIUTHI MH(POpMaIIUH.

[Ipn ycTaHOBKE W HACTpOMKE CPEICTB 3allUThl UHPOPMAIUU JIOHKHO OBITh
00€CreYeHO BBIMOJHEHUE OTPaHWYEHUN Ha SKCIUTyaTalldi0 3TUX CPEJCTB 3allUThI
nH(popMaINK, B CIydae UX HAJWYUS B KCIUTyaTallUOHHOW JTOKYMEHTAIIUH.

12.2. Pa3zpabarbiBaeMble  OpraHU3ALMOHHO-PACTIOPSAAUTENbHBIE  TOKYMEHTBI
no 0e30MacHOCTH 3HAYUMOTO OOBEKTa JOJDKHBI OMPEACNATh MpaBUia U MPOIEAYPHI
peanu3aiuyd OTACJIbHBIX OPTaHU3AIMOHHBIX W (WIM) TEXHUYECKUX Mep (TMOJIUTHK
0€30IacHOCTH ), pa3pab0TaHHBIX M BHEAPEHHBIX B paMKaX IMOJACUCTEMBI 0€30ITaCHOCTH
3HAYUMOTO 00BEKTa B cOOTBEeTCTBUU ¢ IaBoi Il HacTosmux Tpe©oBanwmii.

OpraHu3aIiMoOHHO-PACTIOPSAIUTENbHBIC  TOKYMEHTHI MO  0O€30MacHOCTH
3HAYUMOTO OOBEKTa JODKHBI B TOM YHCJIE yCTaHABIMBATh MpaBuia Oe30MacHOM
paboThl pabOTHUKOB, HKCIUIyaTUPYIOIIUX 3HAYMUMbIe OOBEKThI, U PaOOTHUKOB,
obecneunBaromuXx (YHKIIMOHUPOBAHUE 3HAYUMBIX OOBEKTOB, a TaKXKe JCUCTBUS
pPa0OTHUKOB NIPU BO3HUKHOBEHUHU HEIITATHBIX CUTYyallUi, B TOM YHCJI€ BBI3BAHHBIX
KOMIBIOTEPHBIMUA UHITUICHTAMH.

CoctaB u  (QopMbl  OPraHU3alMOHHO-PACTIOPSIUTEIBHBIX  JOKYMEHTOB
no OEe30MacHOCTH 3HAYUMBIX OOBEKTOB OIPEACISIOTCS CYOBEKTOM KPUTHUUECKOM
UH(OPMALIMOHHON UHGPACTPYKTYPBI C YYETOM OCOOCHHOCTEN €ro JesiTeIbHOCTH.
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12.3. Tlpu BHEAPEHUH OPraHU3ALMOHHBIX MEP MO 00ECIEeYeHHI0 0€30I1aCHOCTH
3HaYMMOT0 00BEKTa OCYIIECTBIIAIOTCS:

a) Opranuzanusi KOHTpOois (U3NYECKOTO JIOCTYNa K MPOTrpaMMHO-aNapaTHbIM
CpelICTBaM 3HAYUMOTO OOBEKTA U €T0 JIMHUSAM CBSI3U;

0) peanu3zanus NpaBWJI Pa3rpaHUYEHUs JOCTYyNa, PErIAMEHTUPYIOIIMX IpaBa
J0CTyna CYOBEKTOB JOCTyna K OOBEKTaM JOCTyIa, M BBEIACHUE OrpPaHUYCHUMN
Ha JIEUCTBUS MOJIb30BaTENECH, a TAK)KE HAa U3MEHEHHUE YCIOBUH SKCILTyaTalllu, COCTaBa
U KOHQUTYypaIy MPOrpaMMHBIX U IPOTPAMMHO-aNapaTHBIX CPECTB;

B) IPOBEpKA TMOJHOTHI M JIETAJbHOCTU ONHCAHUS B OpPraHU3aIlMOHHO-
paclopsAUTENbHBIX JOKYMEHTaX MO OEe30MacHOCTH 3HAYMMBIX OOBEKTOB JCHCTBHIA
MOJIb30BaTeNe M  aJIMHUHHCTPAaTOPOB 3HAYMMOTO OOBEKTa 1O peaJu3aluu
OpraHU3alMOHHBIX MEp;

T) OIpeneseHne aAMUHUCTPATOpa 0€30MACHOCTH 3HAYMMOTO OOBEKTA;

1) oTpabOTKa JAEMCTBUI MONB30BaTeNIEd W AJIMHHUCTPATOPOB 3HAYMMOTO
00BEKTa MO peasiu3alui Mep 1Mo 00ecredeHn0 0€30MacCHOCTH 3HAUUMOTO OOBEKTA.

12.4. IIpenBapuTenbHble UCIBITAHUS 3HAYUMOIO OOBEKTAa U €ro MOJCUCTEMbI
0€30M1aCHOCTH JOJKHBI POBOAUTHCSI B COOTBETCTBUM C IPOrpaMMOM U METOIMKAMU
OpeIBapUTEIbHBIX HUCHBITAHUW W BKJIIOYaTh MPOBEPKY pabOTOCHOCOOHOCTHU
HOJCUCTEMBbI O€30MaCHOCTH 3HAYMMOIO OOBEKTa M OTIEIbHBIX CPEICTB 3alllUThl
MH(pOpMAIIH, OLIEHKY BBIIIOJIHEHUS TPeOOBaHUM MO 0€30MaCHOCTH, MPEABSBIAEMBIX K
OPOrpaMMHBIM UM IPOTrPaMMHO-aNNapaTHbIM CPEACTBAM, B TOM YHUCIE CpPEICTBaM
3aIIUThl HHPOpPMALIMK, B COOTBETCTBUM € MyHKTaMu 27-31 Hacrosumx TpeboBaHuUi,
OLICHKY BJUSHUS TMOJICUCTEMbI O€30MACHOCTH Ha (PYHKIIMOHHUPOBAHHE 3HAYMMOIO
o0BbEKTa MpU TPOEKTHBIX PEKUMAX €ro paboThl, YCTAHOBICHHBIX MPOECKTHOU
JOKYMEHTAllMe, a TakXke TMpPUHATHE PEIIeHUs O BO3MOXXHOCTH ONBITHON
AKCILTyaTalliy 3HAYMMOTO 0OBEKTa U €T0 MOJICUCTEMBI O€30MacHOCTH.

12.5. OnbiTHAs DKCIUTyaTalusi 3HAYUMOTO OOBEKTa W €ro  IMOJACHCTEMBI
0€30MacHOCTH JIOJKHA MPOBOJUTHCSA B COOTBETCTBUU C MPOTrpaMMOil M1 METOAMKAMU
OTBITHOM JKCIUIyaTalldd M BKJIIOYATh MPOBEPKY (YHKIIMOHMPOBAHMS TOJICHUCTEMBI
0€30M1acCHOCTH 3HAYMMOI0 00bEKTa, B TOM YHCIIE pPEeaJTU30BaHHBIX OPraHU3aIMOHHBIX
Y TEXHUYECKUX MEP, @ TAKKE 3HAHUN U YMEHUH IOJIb30BaTEICH U aIMUHUCTPATOPOB,
HEOOXOAMMBIX JUIsI SKCIUTyaTallud 3HAYMMOTO OOBEKTa U €ro IOJACHUCTEMBI
6e3omacHocT. Ilo pesynbraraMm OMNBITHON 3KCIUTyaTallMM NPUHUMAETCS pEIICHHE
O BO3MOXXHOCTH (WJIM HEBO3MO)XHOCTH) NPOBEAEHUS NPHUEMOYHBIX HCIBITAHUN
3HAYUMOTO OOBEKTa U €T0 MOJICUCTEMbI O€30MaCHOCTH.

12.6. AHanmu3 ysA3BUMOCTEH 3HAYUMOTO OOBEKTa TMPOBOJUTCS B  IIENAX
BBISIBJICHUS HEJOCTAarkoB (ciabocTeil) B moicucTeME 0€30MacHOCTH 3HAYMMOTO
o0BbEKTa M OIIEHKA BO3MOXXHOCTH MX MCHOJB30BAaHUA JId pealu3aluu yrpos
oe3zonacHoct uHopMmanuu. Ilpu >TOM aHanM3y mOAJEkKAT YSI3BUMOCTH KOJa,
KOH(QUTYpaIuu U apXUTEKTYpPbl 3HAUUMOTO 00BEKTA.

AHanu3 ya3BUMOCTEW MPOBOAUTCS IJISI BCEX MPOTrPaMMHBIX M IPOrPaMMHO-
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anmapaTtHbIX CPEACTB, B TOM YHCIE CPEICTB 3allUThl WH(POpPMAIUH, 3HAYUMOTO
oOBeKTa.

[Ipu mpoBeneHun aHaliv3a yI3BUMOCTEH MPUMEHSIOTCS CIIEAYIOIIHE CIOCOOBI
UX BBISBIICHUS:

a) aHAJIM3  TMPOCKTHOM, pabodeil  (PKCILTyaTallMOHHOM)  JTOKYMEHTAIluu
U OpraHu3allMOHHO-PACIIOPSIIUTENBHBIX JOKYMEHTOB MO O€30MaCHOCTH 3HAYMMOTO
00BEKTa;

0) aHanu3 HACTPOEK MPOrpaMMHBIX M MPOTrPaMMHO-ANMapaTHBIX CPEICTB,
B TOM YHCJIE€ CPEACTB 3alUThl UHPOPMAIUHU, 3HAYUMOTO 00BEKTA;

B) BBISIBJICHUE M3BECTHBIX VYSI3BUMOCTEM MPOTPAMMHBIX U MPOrPaAMMHO-
anmapaTHBIX CPEACTB, B TOM YHUCJE CPEJCTB 3alluThl MHGOPMAIUHU, TOCPEICTBOM
aHaJgM3a COCTaBa YCTAaHOBJIEHHOIO MPOrPAMMHOIO OOECHeYeHHs U OOHOBIICHUU
0€30IMacCHOCTH C MPUMEHEHUEM CPEICTB KOHTPOJIA (aHaIM3a) 3alIUIIEHHOCTH U (WJIN)
HHBIX CPEJICTB 3allIUTHI HH(OPMAIIUU;

) BBISIBICHUE W3BECTHBIX YA3BUMOCTEW TMPOTPAMMHBIX W MPOTPaMMHO-
anmaparHbIX CPEACTB, B TOM YKCII€ CPEICTB 3aIIUTHl HHMOOPMAIINH, CETEBBIX CITYXKO,
NOCTYMHBIX I CETEBOTO B3aMMOJACHCTBHS, C MPUMEHEHUEM CPEICTB KOHTPOJIS
(aHamu3a) 3aIUIIICHHOCTH;

1) TECTUPOBAaHWE Ha TMPOHUKHOBEHHWE B YCJIOBHUSX, COOTBETCTBYIOIIMX
BO3MOXKHOCTSIM HapyILIUTENCH, OMpeNeleHHbIX B MOJEIU Yrpo3 0e30MacHOCTU
UH(GOPMALIIH.

[IpuMeHeHue cnoco0OB U CPENICTB BHISBICHUS YSI3BUMOCTEH OCYIIECTBISETCS
CyObEKTOM  KpHUTHYECKOM HH(OpPMAIIMOHHOW  HMH(PACTPYKTYphl C  Y4YETOM
0co0eHHOCTEN (PYHKITMOHUPOBAHUS 3HAUUMOTO OOBEKTA.

JlomyckaeTcsi MpoBeIeHUE aHaIM3a YSI3BUMOCTEN Ha MakeTe (B TECTOBOM 30HE)
3HAQYUMOTO OOBEKTA UM MAKEeTaX OTJACIbHBIX CETMEHTOB 3HAYMMOTO OOBEKTA.

AHanu3  ysA3BUMOCTEH  3HAUMMOro oOBeKTa TMPOBOJUTCS JO  BBOJA
€ro B DOKCIUTyaTallMl0 Ha JTamnax, OMNpeaeisieMblX CyObeKTOM KPUTHYECKOMN
nH(GOPMAIIMOHHON UHPPACTPYKTYPHI.

B ciyuae BBISIBICHHS YS3BUMOCTEH 3HAUUMOTO OOBEKTa, KOTOPHIE MOTYT OBITh
UCIIOJIb30BAaHbl ISl peaju3aiuu  (CIocoOCTBOBaTh  BO3HUKHOBEHHUIO)  yIpo3
6e3omacHOCTH MHGOPMAIIUU, TPUHUMAIOTCSI MEPHI, HAIIPABIICHHBIE HA UX YCTPAHECHHE
WM HCKJIIOYAIOIIHNE BO3MOXHOCTh HCIOJIB30BaHUS (PKCILTyaTal[uu) HAPYIIUTEIEM
BBISIBIICHHBIX YSI3BUMOCTEH.

[lo pe3ynbrataMm aHaau3a YA3BUMOCTEH JIOJDKHO OBITh TOATBEPXKIACHO,
YTO B 3HAYUMOM OOBEKTE, OTCYTCTBYIOT YSI3BUMOCTH, KAK MUHUMYM COJICp KaIluecs
B OaHke AaHHBIX yrpo3 OezomnacHoctu uHpopmanuu GCTIK Poccuu, ykazanHOM
B yHkTe 11.1 HacTosmux TpeGoBaHUM, WU BBHISBICHHBIC YSI3BUMOCTU HE TIPUBOISIT
K BO3HHKHOBEHUIO Yrpo3 O€30MacHOCTH HWH(OpMalU¥ B OTHOUIEHWH 3HAYUMOTO
oOBeKTa.
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12.7. B xone mpueMOYHBIX UCIBITAHUN 3HAYMMOTO OOBEKTA U €r0 MOJACUCTEMBI
0€30IMacHOCTH JOKEH OBITh MPOBEICH KOMIUIEKC OPTaHU3AMOHHBIX U TEXHUYECKHUX
MEpPOTPUATUN (MCTIBITAHUI), B PE3yJbTaTe KOTOPHIX MOATBEPKIACTCS COOTBETCTBUE
3HAYUMOTO OOBEKTa U €ro MOJCUCTEMbl O€30MaCHOCTU HAcTOAUM TpeOoBaHMSIM,
a Takke TpeOOBaHUAM TEXHHUYECKOrO 3aJaHusi HAa CO3/JaHHE 3HAYMMOro OOBEKTa
U (WIM) TEXHUYECKOTO 3a/aHus (YaCTHOTO TEXHUYECKOTO 3aJjaHusl) Ha CO3JlaHue
MOJICUCTEMbI 0€30MMaCHOCTH 3HAYUMOTO OOBEKTA.

B kauecTBe MCXOAHBIX JAHHBIX MPHU MPUEMOYHBIX HCHBITAHUSAX HCIOJIb3YIOTCS
MOJIeSb Yyrpo3 0e30MacHOCTH HH(pOpPMAIlMU, Pe3ylbTarhl (AKT) KaTeropupoBaHMS,
TEXHUYECKOE 3aJlaHhe Ha co3laHue (MOAECPHM3AIINIO) 3HAYMMOTo OOBbeKTa W (WJIN)
TEXHUYECKOE 3aJlaHue (YaCTHOE TEXHUYECKOE 3a/JaHKE) Ha CO3JIaHUE TOJCUCTEMBI
0€30MacHOCTH 3HAYMMOT0 OOBEKTa, MPOEKTHas M pabouasi (SKCIUTyaTallMOHHAs)
JOKYMEHTAllMsl Ha 3HAUYUMbIM  OOBEKT, OPraHU3alMOHHO-PACTIOPSAIUTEIbHbBIC
JOKYMEHTBHI 110 0€3011aCHOCTH 3HAYUMBIX OOBEKTOB, PE3YJIbTAThl aHAIHN3a YSI3BUMOCTEM
3HAYUMOTO o0BeKTa, MaTepuabl npeaBapUTEIBHBIX WCTIBITAHUI
U OINBITHOM OKCIUTyaTallud, a TakXKe WHBIE JOKYMEHTHI, pa3pabarbiBacMble
B COOTBETCTBUM C HACTOSIIMMH TpeOoBaHUSIMU M TPEOOBAHUSIMH CTaHJIAPTOB
OpraHHU3alnH.

[IpueMouHbIe UCTIBITAHUS 3HAYUMOTO 00BEKTA U €T0 MOJICUCTEMBI 0€30ITaCHOCTH
IPOBOJATCS B COOTBETCTBUM C MPOTPAMMON U METOAMKON MPUEMOYHBIX UCTIBITAHUM.
Pe3ynbraThl NMPUEMOUYHBIX HMCHBITAHUM 3HAYUMOTO OOBEKTa M €ro TMOJCHUCTEMBI
0€30MacHOCTH C BBIBOJIOM O €€ COOTBETCTBMU YCTAHOBJIEHHBIM TpeOOBaHUSIM
BKJIFOYAIOTCS B KT MPUEMKH 3HAYMMOTO O0BEKTA B AKCILTYaTalIHIO.

B ciywae ecaum  3HaUMMBIA  OOBEKT  SIBISIETCA  TOCYIAapCTBEHHOM
MH(POPMAIIMOHHOM CUCTEMOM, B MHBIX CIydasiX, yCTAaHOBJIEHHBIX 3aKOHOJIaTEILCTBOM
Poccuiickoit ®eneparuu, a Takke B ClIydae NPHUHATHS PELICHUS CyObEKTOM
KPUTHUYECKON HH(POPMAIIMOHHOW WHQPACTPYKTYpHl, OILIEHKA 3HAYMMOTO OOBEKTa
U €ro MOJCUCTEMbl 0O€30MaCHOCTH MPOBOAUTCA B (OpME arTecTalMd 3HAYUMOTO
o0ObeKTa B  COOTBETCTBUU ¢ IpeOoBaHusSIMH O 3amuTe HWHOOpPMAIINH,
HE COCTaBJSIOLICH TOCYAAapCTBEHHYIO TAalHY, COAEPXKALICKUCS B TOCYIAPCTBEHHBIX
WH(GOPMAIIMOHHBIX ~ CUCTeMaX, yTBepxkaeHHbIMU mnpukazom DOCTIK Poccun
ot 11 deBpans 2013 . Ne 17.

BBoj B 9KcIITyaTanui 3HaYMMOTO OOBEKTa M €ro MOJACUCTEMBl O€30TaCHOCTH
OCYILIECTBISIETCS] IPH MOJOKUTEIHHOM 3aKJIFOUEHHUH (BBIBOJIC) B aKT€ MPUEMKH (WM
B aTTecTaTe COOTBETCTBUSA) O COOTBETCTBMM 3HAYMMOTO OOBEKTAa YCTAHOBICHHBIM
TpeOOBaHUSIM MO 00eCTIeYeHUI0 0€30MaCHOCTH.

Obecnedyenne 0€30MaCHOCTH 3HAYMMOTO 0OBEKTA B XOJIE €0 SKCILTyaTalluu
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13. OGecnieueHre OE30MACHOCTH B XOJA€ JKCIUIyaTallMd 3HAYMMOIO OOBEKTa
OCYIIECTBIISIETCS CYOBEKTOM KpUTHYECKOW HH(DOPMALMOHHONW HHOPACTPYKTYpPHI
B COOTBETCTBHMM C OKCIUTyaTallUOHHOM JIOKyMEHTaluMel U OpraHu3aldOHHO-
pacnopsIMTEIbHBIMU JOKYMEHTAMU MO 0€30MaCHOCTH 3HAYUMOTO 00BEKTa U JIOJKHO
BKJIIOUYATh PEAIU3AINIO CIETYIONUX MEPOIPUITHI:

a) IJIAHUPOBAHUE MEPONPUITHI MO OOeCreyeHn0 Oe30MacCHOCTH 3HAYUMOTO
00BEKTa;

0) aHaim3 yrpo3 Oe3omacHOoCcTH HHGOPMAIMM B 3HAYUMOM  OOBEKTE
U TIOCJIEJICTBUN OT UX pean3alluu;

B) yIpaBiieHue (aIMUHUCTPUPOBAHHE) MOICUCTEMON 0€30MaCHOCTH 3HAYMMOTO
00BEKTa;

) yOpaBleHHEe KOHPUrypalueil 3HaYuMoro oOBbEKTa M €ro MOJCHUCTEMOMN
0C30IacCHOCTH;

1) pearupoBaHWe Ha KOMIIBIOTEPHBbICE HWHIUACHTHI B XOJ€ OKCIUTyaTalluu
3HAYMMOT'0 OOBEKTA;

€) obecrieueHUe JIEHCTBUM B HEIUTAaTHBIX CHUTyallUsIX B XOJE AKCIUIyaTalluu
3HaYMMOTI'0 OOBEKTA;

) HH(QOpPMUPOBaHKE U O0YUYEHHE MTEPCOHANIA 3HAYMMOIO OOBEKTA;

3) KOHTPOJIb 3a 00ecrieueHueM 0e30IacCHOCTH 3HAYMMOI0 OOBEKTA.

13.1. B xone 1uiaHMpoBaHUS MEPONPUATHM MO OOECIEeYEHUI0 0e30MacHOCTH
3HaYMMOI'0 OOBEKTa OCYLIECTBIISIOTCS:

a) ompefieieHue JIMI, OTBETCTBEHHBIX 3a IUIAHUPOBAHME U KOHTPOIb
MEpONPUATHIA 10 00ECIIEYEHUI0 OE30MaCHOCTH 3HAYUMOT0 00BEKTA;

0) paspaboTka, yTBEpXKJICHHE M aKTyalIu3alus IJlaHa  MEpPOIPUSTUM
1o o0ecreueHn0 0€30IIaCHOCTH 3HAYMMOI0 OOBEKTA;

B) OIpeeICHHUS MopsiIkKa  KOHTPOJIA BBITIOJTHEHUS MEPONPUITUN
no oOecreuyeHuo 0e30MacHOCTHM  3HAUMMOIO  O0ObEKTa, MPEayCMOTPEHHBIX
YTBEPKACHHBIM TJIAHOM.

[InanupoBanue MeponpuUATHH MO O00eCTeYeHHI0 Oe30MaCHOCTH 3HAYMMOIo
00bEKTa JOJKHO OCYIIECTBIATHCA B paMax Ipolecca MIaHUpOBaHUs, BHEAPEHHOTO
B COOTBETCTBUU C TPEOOBAaHUSIMHU K CO3JAHUI0 CHUCTEM O€30MaCHOCTH 3HAUYMMBIX
00BEKTOB U 00eCTIeUeHHIO UX (PYHKIMOHUPOBAHMS, YTBEPKICHHBIMU B COOTBETCTBUU
¢ nyHkToM 4 yactu 3 crareu 6 @enepanbHOro 3akoHa ot 26 utonst 2017 . Ne 187-03
«O 0e30macHOCTH KpUTHYECKON WHGOpMaIMOHHON HHGpacTpyKTyphl Poccuiickoii
Oenepauumn.

13.2. B xoae aHanu3a yrpo3 0e30MmacHOCTH HHGOPMALIMK B 3HAUUMOM OOBEKTE
¥ BO3MOXKHBIX MTOCIIECTBUHN MX pPean3alii OCYIIECTBIISIOTCS:

a) aHaJdn3 YyA3BUMOCTEH 3HAYMMOrO OOBEKTa, BO3HHUKAIOIIUX B  XOJE
€T0 dKCILTyaTalluH,

0) aHaJIM3 U3MEHEHUs yrpo3 0e30MacHOCTH UH(POPMAITMU B 3HAYMMOM OOBEKTE,
BO3HUKAIOIIUX B XOJI€ €T0 IKCILTyaTalluH,
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B) OIICHKa BO3MOXXHBIX TMOCIEACTBUM pealn3alud yrpo3 O€30MacCHOCTH
uH(pOpMaIUU B 3HAUUMOM OOBEKTE.

[lepnoguyHOCTh MPOBEACHUS YKa3aHHBIX pPabOT oOIpeaensercss CyObeKTOM
KpUTHYECKOWM  MHGOPMALMOHHON  MHQPACTPYKTypbl B OpPraHHU3alMOHHO-
pacHoOpsSIMTEIbHBIX JIOKYMEHTaX MO 0O€30MacHOCTH 3HAYMMBIX OOBEKTOB C y4E€TOM
KaTeropuu 3HaYMMOCTH 00BEKTAa U 0COOCHHOCTEN ero (PYHKIIMOHUPOBAHMUS.

13.3. B xone ynpasneHus (aAMUHUCTPUPOBAHMS) MOACUCTEMON O€30MaCHOCTH
3HAYUMOTO OOBEKTa OCYIIECTBISIOTCS:

a) orpeneNieHue JIMI, OTBETCTBEHHBIX 3a YyMpaBlieHUE (aIMHUHHCTPUPOBAHUE)
MOJICUCTEMOM 0€30TTaCHOCTH 3HAYUMOTO 00BEKTA;

0) ynpaBlieHHEe YYETHBIMHM 3allUCSIMH  TIOJIb30BaTeleH W  IMOAIep KaHHUe
B aKTyaJIbHOM COCTOSIHHH TPABHJI Pa3rPaHUUCHUS JOCTYIIA B 3HAUUMOM OOBCKTE;

B) YIIPaBJIEHUE CPEICTBAMH 3aIUThl HH(OPMALIUK 3HAYUMOTO OObEKTA;

T) yIpaBieHHe OOHOBJICHUSMH TPOTPAMMHBIX W IPOTPAMMHO-aNapaTHBIX
CPEICTB, B TOM YHCIIC CPEICTB 3alUThl MH(GOPMAIMH, C y4ETOM OCOOCHHOCTEH
(YHKITMOHUPOBAHUS 3HAYUMOTO OOBEKTA;

1) IICHTPAJIM30BAaHHOE YIPABICHUE TMOACUCTEMOM O€30MaCHOCTH 3HAYUMOTO
o0bekTa (TIpu HEOOXOAMMOCTH );

€) MOHUTOPUHT U aHAJIN3 3aPETUCTPUPOBAHHBIX COOBITUN B 3HAUMMOM OOBEKTE,
CBSI3aHHBIX C 0OecTieueHreM Oe30MacCHOCTH (J1ajiee — COOBITHUS O€30TIaCHOCTH);

) COIPOBOXKACHUE  (PYHKIIMOHUPOBAHUS  TOJACUCTEMBI  0OE30MAaCHOCTH
3HAYUMOTO  OOBEKTa B  XOA€ €€  OKCIUTyaTallMH, BKJIIOYas  BEACHHE
OKCILTyaTallAOHHOW  JIOKYMEHTAIlMd W OPraHU3aIMOHHO-PACTIOPSIUTEITHHBIX
JIOKYMEHTOB 110 0€30MaCHOCTH 3HAYMMOTO O0BEKTA.

134.B xonme  ynpaBieHus — KoH(puUrypauued  3HaAYMMOIo  OOBEKTa
U ero TMOJICUCTEMBbI 0€30MacHOCTH ISl IieJiel oOecrieueHus ero Oe30MacHOCTH
OCYIIECTBIISIOTCS:

a) oIpeeIeHUE JINII, KOTOPBIM Pa3peIIeHbI ISHCTBUS TI0 BHECEHUIO N3MCHECHHM
B KOH(UTYpalMiO 3HAYUMOTO OOBCKTa M €ro IOJCHCTEMbl OE€30IMacHOCTH,
1 UX IOJHOMOYHH;

0) onpeieniecHUEe KOMIIOHEHTOB 3HAUYMMOTO OOBEKTa M €r0  IOJCHCTEMBI
0€30MacHOCTH, MOJICKANTUX HM3MEHEHUI0O B paMKax YIpaBlIeHUs KOH(UTypaluu
(mpentudukaiys 0ObEKTOB YIIpaBICHUS KOHPUTYpAIK): IPOrpaMMHO-aNapaTHbIE,
MIPOTrpaMMHBIE CPEICTBA, BKIIFOUAs CPENICTBA 3alUTHI MHPOPMAIIUU, U UX HACTPOUKH
U TPOrpaMMHBIA KOJ, 3KCIUIyaTallMOHHAs JOKyMEHTalusi, uHTepdeichl, ¢aiibl
Y MHBIC KOMIIOHECHTBHI, TIOJIC)KAIIIE U3MEHCHHIO M KOHTPOJTIO;

B) YIIpaBJICHUE W3MEHCHUSIMH 3HAYUMOTO OOBEKTa W €ro IOJICHCTEMBI
0€30MacHOCTH: pa3paboTKa mapamMeTpoB HACTPONKU, 00€CIIEUUBAIOIINX 0€30MMaCHOCTh
3HAYUMOTO 00BEKTA, aHAIIU3 MTOTCHITMAITBHOTO BO3ICUCTBHUS INTAHUPYEMBIX N3MEHECHUH
Ha obOecrieueHue OE30MaCHOCTH 3HAYMMOT0 OOBEKTa, CAaHKIMOHUPOBAHUE BHECEHUS
M3MCHECHHH B 3HAYUMBII 00BEKT U €T0 TIOACUCTEMY 0€30ITaCHOCTH, IOKYMECHTHPOBAHUE
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JEHUCTBUN 10 BHECEHUIO M3MEHEHUI B 3HAYMMBIN OOBEKT W COXpaHEHUE JAaHHBIX 00
M3MEHCHUSIX KOH(UTYpaInu;

I') KOHTPOJIb JEHCTBUH 10 BHECEHHWIO H3MEHCHHM B 3HAUYUMBIA OOBEKT
U €r0 MOACUCTEMY O€30MaCHOCTH.

PeanuzoBaHHbIE TpOLECCH YNPABICHUS W3MEHEHUSIMU 3HAYMMOTO OOBEKTa
U €ro MOJCUCTEMbl O€30MACHOCTH JIOJDKHBI OXBaThIBATh IMPOILIECCHI TapaHTHUITHOTO
U (WIM) TEXHUYECKOTO OOCTY>KMBAHHUS, B TOM YHCJIe JUCTAHIIMOHHOTO (yIaJIeHHOTO),
IPOrpaMMHBIX M MPOTPaMMHO-ANMNapaTHBIX CPEJCTB, BKIIOYAsh CPEJCTBA 3alUTHI
uH(opManuM, 3HAYUMOTO 00BEKTA.

13.5. PearupoBanue Ha KOMIIBIOTEPHbIE HWHUUACHTBI  OCYILIECTBIISIETCS
B TIOpPSAKE, YCTAHOBJIEHHOM B COOTBETCTBMM C IyHKTOM 6 4actu 4 crarbu 6
®enepanbHOro 3akoHa ot 26 utois 2017 . Ne 187-P3 «O 0e30macHOCTH KPUTUYECKOM
nHpopmarmoHHoi nHppacTpykrypsl Poccuiickoit denepammm.

J{nst pearupoBaHusi Ha KOMIBIOTEPHBIC UHITUIEHTHI OMPEACIISIIOTCS PAOOTHUKH,
OTBETCTBEHHBIC 3a BBISBICHUE KOMIBIOTEPHBIX UHITUICHTOB U pearipoBaHUE HA HUX,
U OTPEACIIAIOTCS UX (PYHKIIUH.

13.6. [Ins oOecrieueHust AEMCTBUIM B HEMITATHBIX CUTYAIIUAX MIPH IKCILTyaTalluu
3HAYUMOTO OOBEKTa OCYIIECTBISIOTCS:

a) IJIAHUPOBAHUE MEPONPUITHI MO 0O0ECreYeHH0 Oe30MacHOCTH 3HAYUMOTO
o0BbeKTa Ha CiTy4yall BOBHUKHOBEHHS HEIITATHBIX CUTYAIIH;

0) oOyueHue u oTpaboTKa JeHCTBUH IepcoHaa o 006ecreueHn o 0€301acHOCTH
3HAQYUMOTO OOBEKTA B ClIy4ae BOBHUKHOBEHUS HEIITATHBIX CUTYallH;

B) CO3/IaHME aJbTEPHATUBHBIX MECT XpaHEHUs M 00paboTKuM HHPOpMaALUU
Ha CJIydyaid BOBHUKHOBEHHUS HEIITATHBIX CUTYAIlUN;

') pe3epBUPOBAHUE MTPOTPAMMHBIX U MIPOTPAMMHO-ANMapaTHbIX CPEJCTB, B TOM
YuCJe CPENCTB 3allUThl MH(POPMAIMHU, KaHAJIOB CBSA3U Ha Cliy4ail BO3HUKHOBEHMS
HEILTAaTHBIX CUTYaIlUM;

1) obecrieueHre BO3MOXHOCTH BOCCTAHOBIICHUSI 3HAUMMOTO O0BbEKTa U (MJIN) €T0
KOMIIOHEHTOB B CITy4a€ BO3HUKHOBEHHUS HEIITATHBIX CUTYalUK;

€) ompeneNieHue TOpsiiKa aHaldu3a BO3HHUKIIMX HEMITaTHBIX  CUTYyallWi
U IPUHATHS MEP MO HEJIOMYIICHUIO UX MOBTOPHOTO BO3HUKHOBEHUS.

13.7. B xone uHbOpMUpOBaHUS M OOy4YeHHUs IepcoHaa 3HAYMMOTo OOBEeKTa
OCYLIECTBIISIOTCS:

a) ”HPOpMUPOBaHKHE TepcoHana 00 yrposax Oe3omacHOCTH WHMOpMaIH,
0 nmpaBuiiax 0€30MacHOM HKCIUTyaTal[iy 3HAYMMOTO OOBEKTA;

0) moBeneHUE N0 TepcoHalia TpeOOBaHHWM MO OOecreYeHuo Oe30MacHOCTH
3HAQUYUMBIX OOBEKTOB, a TaKXKe IOJIOKCHUN OpraHu3alliOHHO-PACTIOPSAUTEIIBHBIX
JIOKYMEHTOB 10 0€30MaCHOCTH 3HAYUMBbIX 0OBEKTOB B HAaCTH, UX Kacarolleics;

B) 00y4eHHE MepCcoHalIa MpaBUIaM dKCIUTyaTallui OTJICIbHBIX CPEICTB 3alUThI
uH(opManuu, BKIIt04Yas MPOBEAECHNE MPAKTUYCCKUX 3aHATHI C IEPCOHAIOM;
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T') KOHTPOJIb OCBEAOMJICHHOCTH TepcoHaia o0 yrpozax 0e30macHOCTH
nH(OpMAITHU ¥ YPOBHS 3HAHHI ITEPCOHAIA 10 BOTIpOcaM odecriedeHus 6€301MacHOCTH
KPUTHYECKON HH(DOPMAITMOHHON MHPPACTPYKTYPHI.

[lepronnyHOCTh TPOBENCHUS YKAa3aHHBIX MEPONPHUITHNA YyCTaHABIUBACTCS
CYOBEKTOM KPUTHUYECKOW HH(POPMAIMOHHOW HMHPPACTPYKTYphl B OpPTaHU3AIMOHHO-
pacTopsSANTEIBHBIX TOKyMEHTaX M0 Oe30MacHOCTH 3HAYMMOTO OOBEKTa C Y4eTOM
KaTeTOpUH 3HAYUMOCTH U 0COOEHHOCTEH (DYHKITMOHUPOBAHHUS 3HAYMMOTO 00BEKTA.

13.8. B xome xoHTpoist 3a obecrieueHueM O€30MacHOCTH 3HAYUMOTO OOBEKTa
OCYIIECTBIISIOTCS

a) KOHTPOJh (aHAIM3) 3AIUIIEHHOCTH 3HAYUMOTO OOBEKTa C Yy4eTOM
0COOEHHOCTEHN ero (PyHKIIMOHUPOBAHUS;

0) aHam3 W oOleHKa  (QYHKIMOHUPOBAHUS  3HAYUMOIO  OOBEKTa
M ero IMOJCHCTEeMBl OC30MacHOCTH, BKIIOYAs aHAJU3 M YCTPaHEHHE YSI3BHUMOCTEH
Y WHBIX HEIOCTAaTKOB B ()YHKIIMOHUPOBAHUU TTOJACHCTEMBI O€30MACHOCTH 3HAYMMOTO
00BEKTa;

B) JOKYMEHTHUPOBAHUE TPOLEAYpP U PE3YJIbTATOB KOHTPOJIS 32 00ECIEeYeHHEM
0€30MacHOCTH 3HAUUMOT0 O0OBEKTA;

r) IPUHSATHE pEHIeHUs 10 pe3ylbraTaM KOHTPOJsS 3a oOecleuyeHueM
0€30MacHOCTH 3HAYMMOTO0 OOBEKTa O HEOOXOJUMOCTH TOPa0OTKU (MOJIEPHUBALIMH )
€ro MOJICUCTEMBI 0€30MaCHOCTH.

OoOecrieueHne 0€30IMaCHOCTH 3HAYMMOI'0 00BbEKTA
IIPH BBIBOJIE €TO M3 DKCIUTyaTaIluu

14. Ob6ecnieuenne  0€30MaCHOCTA  3HAYUMOTO  OOBEKTa MPU  BBIBOJE
€ro M3 SKCIUTyaTallud WM TOCJ€ MNPUHATHS pelieHuss 00 OKOHYaHMM O00padOTKU
uH(pOpMaIIM  OCYIIECTBIAETCS  CYOBEKTOM  KPUTHYECKOW  HMH(POPMALMOHHOM
MHQPACTPYKTYypsl B  COOTBETCTBUM C  JKCIUTyaTallMOHHOM  JOKyMEHTAaIlMeu
Ha 3HAYUMbIH OOBEKT W OPraHUW3alMOHHO-PACHOPSAUTEIbHBIMU JIOKYMEHTaMU
1o 6e30MacHOCTH 3HAYUMOTO OOBEKTA.

OOGecrieuenne  0e30mMacHOCTH  3HAUMMOTO  OOBEKTa  TPH  BBIBOJIE
€ro M3 KCILTyaTalluK JOJKHO PeyCMaTpUBaTh:

a) apXUBUPOBaHKUE HHPOPMAITUHU, COAEPIKAIIEHCS B 3HAUMMOM OOBEKTE;

0) yHMYTOXXeHHE  (CTUpaHWE) JaHHBIX W OCTAaTOYHOM  WHOOpMaIuu
C MAIIMHHBIX HOCUTeNeH nHpopMaIuu U (WIK) YHHYTO)KEHNE MAIIMHHBIX HOCUTENeH
uH(popMaLINH;

B) YHUUTOKEHWE  WJIM  apXUBUPOBAHME  JAHHBIX 00  apXUTEKType
U KOHQUTYypaly 3HaYUMOr0 00BEKTA;

I') apXUBUPOBAHUE WJIM YHUYTOKEHHE OKCIUTyaTallUOHHOW JOKYMEHTAIUU
Ha 3HAYUMBIH OOBEKT W €ro TMOoJCUCTEMY O€30MacHOCTH W OpraHU3aIlMOHHO-
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paclopsANTEIBHBIX TOKYMEHTOB 10 6€30MaCHOCTH 3HAYMMOTO OOBEKTA.

14.1. ApxuBupoBanue WHGOpPMAINK, COAEPKAIIecss B 3HAYMMOM OOBEKTE,
JOJDKHO OCYIIECTBIISITHCS B ClIydae €€ JaJIbHEHMIIETr0 UCIIOIb30BaHNs B ACATEIBHOCTH
CyOBbEKTa KpUTHUECKON MHPOPMALIMOHHONW HH(PACTPYKTYPBHI.

14.2. YanuroxxeHue (cTUpaHWe) [JaHHBIX UM OCTaroyHOM HHQOpMaLuu
C MAIIMHHBIX HOCUTeNled HH(OpMalMu OCYLIECTBIAETCA B cilydae 00pabOTKU
3HaYMMbIM 00BEKTOM MH(OPMAIIMN OTPAaHUYEHHOIO JOCTYyNa WK B CIy4yae IPUHATUA
TAKOTO PELIEHUS] CYOBEKTOM KPUTHUUECKON MH(POPMALIMOHHOW HH(PACTPYKTYPBHI.

VYHuuTOXKEHUE (CTHMpAHUE) JNAHHBIX U OCTATOYHOM MH(OPMAIMU C MAIIMHHBIX
HOCHUTeNeH MHPOpMAIK MPOU3BOIUTCS MPU HEOOXOAMMOCTH MEPEIauyu MAIIMHHOTO
HOCUTENS MHQOpMAIUU JIPYTOMY IMOJIb30BATEN0 3HAYMMOTO0 OOBEKTa WIM B HHBIC
OpraHu3allMd i1 PEMOHTA, TEXHUYECKOro OOCIYXMBaHUS WIH JaJbHEHIEro
YHUUTOXKECHHS.

[Ipy BBIBOJE M3 HKCIUTyaTaldd MAalIMHHBIX HOCHUTENEeW HH(popMaluu,
Ha KOTOPBIX OCYHIECTBISUIMCh XpaHEHUE M 00paboTKa MH(OpMAaIMK, MPOU3BOIUTCA
Wwin  (puU3MUecKkoe YHUYTOKEHHE CaMUX MAalIMHHBIX HOCUTENEeH HHpopMaluu
WJIA YHUUTOKEHUE CoJieprKalllelics Ha MallIMHHBIX HOCUTENIAX HH(OPMAlUU METOJaMH,
HE NPEyCMaTPUBAIOIIMMH BO3MOKHOCTb €€ BOCCTAaHOBIJICHHUS.

VYHuuTOXKE€HUE (CTHUpAHUE) JAHHBIX U OCTATOYHOM MH(OPMAIMU C MAIIMHHBIX
HocuTenell MHQOpMaUuMu  TOMJIEKHUT JOKYMEHTHPOBAaHHIO B  COOTBETCTBHUHM
C OPraHU3aLMOHHO-PACTIOPSIAUTEIBHBIMU JOKYMEHTAMHU 110 O€3011aCHOCTH 3HAYMMOTO
0OBbeKTa.

14.3. Tlpu BBIBOJE 3HAYMMOIO OOBEKTa W3 OHKCIUTyaTalldd JIOJDKEH OBITh
OCYLIECTBJIEH cOPOC HACTPOEK MPOTrPaMMHBIX M IMPOrPAMMHO-AINIAPATHBIX CPE/CTB,
B TOM YHCJIE€ CPEACTB 3allUThl MHpOpMaIuu, ynajieHa uHGopMaius O CyObeKTax
J0CTyNa U OOBEKTaxX JIOCTYMa, yAaJleHbl YYETHbIE 3allMCH MOJb30BaTENeH, a TakKe
UJeHTU(UKALIMOHHAS U ayTeHTU(prKanmoHHas nHGopMalns cyObeKTOB AOCTYyIA.

14.4. TIpu BBIBOJIE 3HAUMMOTO 00BEKTA U3 IKCILTyaTalliy BCS DKCIUTyaTallHOHHAs
JOKyMEHTalMsl Ha 3HAYUMBIH OOBEKT UM €ro moAcucTeMy Oe30MacHOCTH,
SKCIUTyaTallMOHHAsl JOKYMEHTAIUsl Ha OTAEJbHbIE CPEACTBA 3allUThl MHPOpPMALUU
NOJJIE)KUT apXUBHOMY XPaHEHHIO.

CpokHu XpaHEHHs JOKYMEHTALlMM ONPEACNSAIOTCS CYObEKTOM KpPUTHYECKON
MH(GOPMAIIMOHHON  HMHQPACTPYyKTYphl B OPraHM3alMOHHO-PACTIOPSIUTENbHBIX
JOKYMEHTax Mo 0€30MacHOCTH 3HAUMMOTO OOBEKTA.

[lo pemenuto cyObeKkTa KpUTHUYECKOH HHGOPMALMOHHON HHPPACTPYKTYpPHI
AKCIUTyaTallMOHHAsl JIOKyMEHTalusi Ha 3HAYUMBIM OOBEKT M €ro MOACUCTEMY
0e30MacHOCTH, a TaKke  OpPraHU3alMOHHO-PACIIOPSIAUTENbHBIE  JOKYMEHTHI
no Oe30MacHOCTH 3HAYUMOTO OObEKTa (MHCTPYKLHMH, PYKOBOJICTBA) MOTYT OBITh
YHUUYTOXKEHbI. B 3TOM ciiyyae (DakT yHUUTOXKEHHS MOMJEKHUT JOKYMEHTHUPOBAHUIO
CyObEKTOM KpUTUYECKONM HMHGOPMALMOHHON HHPPACTPYKTYphl C YKa3aHUEM
HAaMMEHOBAaHUs1, COCTaBa JOKYMEHTOB, CIOCOOOB U JAAaThl UX YHUYTOXKEHHUS.
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III. TpeboBaHMs K OpraHMU3ALMOHHBIM U TEXHUYECKUM MEpPaM,
IPUHUMAEMBIM sl oOecriedyeHus: 6€30MacHOCTH 3HAYMMBIX OOBEKTOB

15. llenpto  oOecrieueHnss OE30MAaCHOCTH 3HAYMMOTO OOBEKTa  SIBISETCS
o0ecriedeHre ero yCTOHYrBOro (yHKIIMOHUPOBAHHUS B MPOCKTHBIX PEKUMaX paOOTHI
B YCJOBHSIX pEaM3allid B OTHOIICHWM 3HAYUMOTO OOBEKTa yrpo3 Oe30MacHOCTH
uH}opMaIuu.

16. 3amauamu obecriedeHuns: 6€30MaCHOCTH 3HAYMMOI'0 OOBEKTA SBIISIOTCS:

a) MpeIoTBpaICHIE HETIPaBOMEPHOTO IoCcTyna K MHPOpMAIIHH,
oOpabaTbiBaeMOll 3HAYMMBIM  OOBCKTOM, YHHYTOXKCHHS Takod uHMopmarmm,

ee  momuduuupoBaHus,  OJOKMPOBAaHMS,  KOMUPOBAHUSA,  MPEAOCTaBICHUS
Y PacIpOCTPAHCHUS, @ TAKKE UHBIX HENPABOMEPHBIX JICHUCTBUN B OTHOIICHUMN TaKOU
uH(popmarmy;

0) HemonylieHue  UHGPOPMAIIMOHHOTO  BO3JCUCTBUS HA  IPOTrpaMMHbIC
Y IPOTpaMMHO-aNapaTHbIE CPEACTBA, B PE3yAbTaTe KOTOPOTO MOXKET OBITH HAPYIIIEHO
U (W1K) mpeKpaneHo GyHKIHOHUPOBAHUE 3HAUUMOTO O0OBEKTA;

B) oOecrieueHue (QyHKIIMOHUPOBAHUS 3HAYMMOTO OOBEKTA B TMPOEKTHBIX
pexuMax ero paboThl B YCIOBUSX BO3JIEUCTBHS YIpo3 0€30MMacHOCTU HH(DOpMAITN;

r) obecrieueHue  BO3MOXHOCTH ~ BOCCTAHOBJICHUSA  (DYHKIIMOHUPOBAHUS
3HAYUMOTO 00BEKTa KPUTHUECKOU HHPOPMAITMOHHONU HHDPACTPYKTYPHI.

17. B 3HaYMMBIX OOBEKTaX OOBEKTaMH, MOAJIEKAINIMMH 3alllUTe OT Yrpo3
6e3omacHoCTH UHPOpMAIUK (00BEKTAMU 3aIUTHI), IBISIOTCS:

a) B ”HPOPMALIMOHHBIX CUCTEMAX:

uH(popmanus, oopadareiBaeMas B UH(GOPMALIMOHHON CUCTEME;

porpaMMHO-aIlIIapaTHele CpeACTBa (B TOM YHCJIE MAIIMHHBIE HOCHUTETH
uHpopmaruu, ABTOMAaTU3UPOBAHHBIE paboune MecTa, CepBEpHI,
TEJIEKOMMYHUKAIIMOHHOE 000pyJIOBaHME, JHMHHUUA CBS3H, CpEACTBa 00pabOTKU
OyKkBeHHO-LIU(PpOBOi1, rpaduUecKoil, BUIEO- U peUeBO HHPOpPMAIIUN);

IpOrpaMMHBIE CpeCTBa (B TOM YHCIIE MUKPOIPOTPAMMHOE, OOIIECUCTEMHOE,
MPUKJIAHOE TPOTPaMMHOE 00ECIICUCHHE);

CpeJICTBa 3alUThl HHPOPMAIIUH;

apXUTEKTypa U KOHGUTYypaIys HHPOPMAITMOHHON CHCTEMBI;

0) B uH(POPMAITMOHHO-TEIICKOMMYHUKAIIMOHHBIX CETAX:

uHdopMarus, nepeaaBaeMas 1o JUHUSIM CBSI3H,

TEJICKOMMYHUKAIIMOHHOE O0OpynoBaHue (B TOM 4YHCIE MPOTPaMMHOE
oOecrieueHue, cucTemMa yrpaBieHus);

Cpe/ICTBa 3allUThl HH()OpPMAIIUH;

apXUTEeKTypa ¥ KOHQHUTyparus WH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHOMN
CEeTH;

B) B aBTOMaTHU3MPOBAHHBIX CHCTEMaXx YIPaBICHUS:
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uHbopmarss  (HaHHBIE) O TapaMerpax (COCTOSHUHM)  yNPaBIsIEMOTO
(KoHTpONMMpYeMOro) OObEKTa WM Ipolecca (B TOM 4YHCIE€ BXOAHAs (BBIXOAHAA)
uH(popMaIys, yrpasisiomas (KoMaHHas ) “tHpopmaius, KOHTPOIbHO-U3MEPUTEIIbHAS
uH(opManus, HHast KpUTUUECKU BakHAs (TEXHOJOTHUECKas ) MHPpOopMaIus);

porpaMMHO-aInaparHble CpefcTBa (B TOM UHCIE aBTOMATU3UPOBAHHBIE
paboune MecTa, IPOMBIIIJICHHBIE CEPBEPHI, TEICKOMMYHUKAIIMOHHOE 000pyI0BaHUE,
JUHUU CBSI3U, MPOTPAMMHUPYEMbIE JIOTUYECKUE KOHTPOJUIEPHI, MPOU3BOJCTBEHHOE,
TEXHOJIOTHYECKOEe 000pyA0OBaHKE (MCIIOIHUTENbHBIE YCTPOICTRA);

pOrpaMMHBIE CPEACTBA (B TOM YUCIE MUKPOIPOTPaMMHOE, OOIIECUCTEMHOE,
MPUKJIATHOE MMPOTPAMMHOE 0OecCIeueHune);

CpeJICTBa 3aIUThl HHPOPMaALIUU;

apXUTEKTypa U KOHPUTYpaIrs aBTOMATU3HPOBAHHON CUCTEMBI YIIPABICHHSI.

18. OGecnieueHre 0€30MACHOCTH 3HAYUMOIO OOBEKTa JOCTUTAETCS IyTEM
MIPUHATHS B paMKaX MOACHCTEMBI 0€30MTaCHOCTH 3HAYUMOTO OOBEKTa COBOKYITHOCTH
OPTaHU3AIMOHHBIX W TEXHUYECKUX MEp, HamnpaBlIeHHBIX Ha OJOKHUpPOBaHUE
(HeTpanu3aiuio) yrpo3 0e30macHOCTH MHGOPMAIMK, peann3ans KOTOPbIX MOXKET
IPUBECTHU K PEKPAIICHUIO WM HAPYIICHHUIO (PYHKITMOHUPOBAHUS 3HAYMMOTO 00BEKTa
u  obOecrneuuBaromniero  (ympaBiasieMOTo, KOHTPOJMPYEMOIr0) UM  Mpolecca,
a Tak)Ke HapylIeHHI0 Oe30MmacHOCTH oOpadarbiBaeMol HH(pOpMAIMHU (HAPYIICHUIO
JOCTYITHOCTH, IIEJIOCTHOCTH, KOH(PUACHIIUATHLHOCTH HH(POPMAIIUH).

OpraHu3alMoHHbIE U TEXHUYECKHUE MEpbl MO O0eCredYeHuIo0 Oe30MacHOCTH
3HAYUMOTO0 OOBEKTa NPUHUMAIOTCS CYOBEKTOM KPHUTHUECKOM HH(POPMAMOHHON
UHOPACTPYKTYPHI COBMECTHO C JIMIIOM, OKCIUTYaTHPYIOIIMM 3HAYUMBIH OOBEKT
(npu ero Hanuuuu). Ilpu 3TOM Mexay CyOBEKTOM KPUTHYECKON HH(POPMAMOHHON
UHOPACTPYKTYPHI M JIUIIOM, IKCIUTYaTHPYIONUM 3HAYUMBIA OOBEKT, JOJKHO OBITH
MPOBEACHO pasrpaHuyeHrue (PyHKIUU Mo oOecredueHuto 0e30MacHOCTH 3HAYMMOTO
00BEKTa B XO/I€ €r0 AKCILTyaTalllH.

19. Mepbl 110 o0OecriedeHr0 0O€30MacHOCTH BBIOMPAIOTCS U PEATU3YIOTCS
B 3HAUUMOM OOBEKTE C YYETOM YIrpo3 0e30macHOCTH WMH(OpMAIMU MPUMEHUTEIHHO
KO BCeM OOBEKTaM M CyOBhEKTaM JOCTyIla Ha amnmaparHoM, CUCTEMHOM, MPUKIIATHOM
U CETEBOM YPOBHSX, B TOM UHCIIE B CPEJIe BUPTYaTU3AIIHH.

20. Mepsbl 1o o6ecrieueHrI0 0€30MaCHOCTH 3HAYUMOTO 00bEKTa MPUHUMAIOTCS
CYOBEKTOM KpUTHUECKON MH(OPMAIIMOHHON MH(PPACTPYKTYPHI CAaMOCTOSTEIHLHO WA
P  HEOOXOAMMOCTH C TIPUBICYCHUEM B COOTBETCTBUU C 3aKOHOAATEIHLCTBOM
Poccuiickoit deaepariuu opraHu3aiyii, UMEIOIIMX B 3aBUCUMOCTHA OT UH(pOpPMAIIUH,
oOpabarbiBaeMOll ~ 3HAYUMBIM  OOBEKTOM,  JIMIICH3WIO  HAa  JICATECILHOCTH
0 TEXHWYECKOM 3amuTe WH(OpMAIMH, COCTABISIIONICH TOCYyIapCTBCHHYIO TaiHY,
U (WIN) HA ACSATEILHOCTD [0 TEXHUYECKOM 3a1uTe KOHGUISHIHAITHbHON HHPOPMAITUH.

21. IlpuHMMaeMbIe OpraHU3aIlMOHHBIC U TEXHUYECKUE MEPHI TI0 00€ CIICYCHHIO
0e30MacHOCTH  3HAYUMOTO  OOBEKTa  JOJKHBI ~ COOTHOCUTBCA C  MepaMu
0  TPOMBINIJICHHOW,  (YHKIIMOHAIBHOW  O€30MMacHOCTH, HWHBIMH  MepaMu
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no oO0ecredyeHnio Oe30MacHOCTH 3HAYMMOTOo OO0BEeKTa W 00€CHEeYHBAIOIIETO
(ympaBisieMoro, KOHTPOJMPYEMOTo) oObekTa uiau mnpoiecca. Ilpu 3TOM Mephl
no oOecrneyeHno Oe30MacHOCTH 3HAUMMOIo OOBEKTa HE JOJDKHBI OKa3bIBATh
OTPUILATEIBHOIO BIMAHUA HAa (YHKIMOHUPOBAHUE 3HAYMMOIO OOBEKTa B IMPOEKTHBIX
pexXHUMax ero paboThl.

22. B 3HauuMBIX OOBEKTaX B 3aBUCHUMOCTM OT MX KAaTEropuu 3HAYMMOCTHU
U yrpo3 0e3onacHOCTH MH(POpPMAIUHU MOCPEICTBOM HCIOIHEHHSI OpraHU3alMOHHBIX
U TEXHUYECKUX MEP, ONPENESIEMBIX B COOTBETCTBUU C MPUIOKEHUEM K HACTOSILIUM
TpeboBaHuUsAM, OCYILIECTBISIOTCS:

a) uACHTUQUKAIMS ¥ ayTeHTU(UKalusi CyObeKTOB J0CTyna H OOBEKTOB
JOCTyIa,;

0) ynpaBlieHHE JOCTYIIOM CYObEKTOB JJOCTYIA K OOBEKTaM JOCTYIa;

B) OrpaHUYCHHE TPOTPAMMHOMN CpPE/IbI;

T) 3allMTa MAlIMHHBIX HOCUTENEH NH(OPMALINH;

1) ayauT 0€30MacHOCTH;

€) aHTUBUPYCHAs 3alIUTa;

) MPEIOTBPALLIEHUE BTOPKEHUN (KOMITBIOTEPHBIX aTaK);

3) o0ecIeueHue 1MeJIOCTHOCTH;

1) obecreyeHre JOCTYITHOCTH;

K) 3alIUTa TEXHUYECKHUX CPEJCTB U CUCTEM;

J1) 3a1ImTa UH(MOPMAIIMOHHOMN (aBTOMATU3UPOBAHHOM ) CUCTEMBI
U €€ KOMIIOHEHTOB;

M) TUTAHUPOBAHUE MEPOIIPUATUI MO 00ECIIEUeHHI0 O€30MacHOCTH;

H) yIipaBJieHUe KOH(Urypaimei;

0) ynpaBiieHHe OOHOBJIEHUSAMH MPOTPAMMHOT0 00ECIIEYEHUS;

1) pearupoBaHKe Ha MHUIUEHTH HHPOPMAIMOHHOW 0€30MaCHOCTH;

p) oOecrieueHre N1eUCTBUI B HEIITATHBIX CUTYAIUsX;

¢) UHPOPMUPOBAHKE U OOyUYECHHE EPCOHAIA;

T) 3allUTa 3HAYUMBIX OOBEKTOB OT aTak, HalpaBJICHHBIX Ha OTKa3
B 00CITy’>KHBaHHH.

CoctaB Mep 1o obOecnedeHHI0O 0O€30MaCHOCTH  3HAYMMBIX  OOBEKTOB
B 3aBUCUMOCTH OT KaT€rOpHM 3HAUMMOCTH IMPHUBEIEH B MPWIOKEHUU K HACTOSIIUM
TpeboBanusim.

[Ipu peanuzanuu Mep MO OOECMEUEHHIO OE30MAaCHOCTH 3HAYUMBIX OOBEKTOB
OPUMEHSIIOTCS  METOJMYEeCKHe JOKyMeHThl, paszpaborannbie DOCTOK Poccun
B COOTBETCTBUU C MoAnyHKToM 4 nyHkra 8 Ilomokenus o denepanbHoil ciayxOe
10 TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO, YTBEPKIACHHOTO YKa3zom IIpesunenra
Poccutickoit @eaepanuu ot 16 aBrycra 2004 r. Ne 1085.

22.1. 1lpn peanuzanuu Mep 1o oOecrneueHu0 O0e30MacHOCTH 3HAYMMBIX
00BEKTOB MIPUMEHSFOTCSI METOANYECKHE JIOKYMEHTBHI, pa3paboTaHHbIC
OCTOK Poccum B coorBercTBHM € moAnmyHKTOM 4 nyHkta 8 IlonoxkeHus
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o @enepanbHONl cayxk0e MO TEXHUYECKOMY M OKCIIOPTHOMY  KOHTPOIIIO,
yTBepxkIeHHoro Yka3oMm IIpesunenta Poccuiickoit ®denepamuu ot 16 aBrycra 2004 .
N 1085.

22.2. Meppl 1o 0OECIEUYEHHIO 3allUThl 3HAYUMBIX OOBEKTOB OT arak,
HalpaBlICHHbIX Ha OTKa3 B OOCIYXUBaHUH, JOJDKHBI NPUHUMATbCA B OTHOIICHUU
3HaYMMBIX OOBEKTOB, UMEIOIUX UHTEPPEICHl U CEPBUCH], K KOTOPBIM JTOJKEH OBITH
o0ecredeH MOCTOSTHHBIA JOCTYN U3 MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON CeTH
«HTepHeT» (nanee — cetb «IHTEpHET»), U TOJIKHBI [TPELyCMaTPUBATB:

a) BBISIBJICHHE UHTEP(ENCOB U CEPBUCOB 3HAYUMBIX OOBEKTOB, K KOTOPBIM
JOJbKeH OBITh 0OecredeH MOCTOSHHBIA A0ocTyn u3 ceTu «lHTepHeT», onpeneneHue
UX MPUHAJICKHOCTH U Ha3HAYEHUS;

0) BbISIBJICHUE  MYyOJUYHBIX  CETEBBIX  AJPECOB,  3aPETUCTPUPOBAHHBIX
32 CYObEKTOM KpHUTHYECKOM HHMOPMAUMOHHOW HHPPACTPYKTYypbl U  (WIJIM)
MOJIYYCHHBIX OT TpOBaiijiepa XOCTHUHIA, W JOMEHHBIX HMEH, HCIIOJIb3yEMbIX
st obecriedeHUs]  (DYHKUMOHUPOBAHMSI 3HAYMMBIX  OOBEKTOB, ONPEICICHHE
UX Ha3HAYCHUS,

B) BBISIBIIGHUE M HUCKJIIOYEHHE M3 3HAYUMBIX OOBEKTOB HHTEpQeiicoB
U CEpBUCOB 3HAYMMBIX 0OBEKTOB, K KOTOPBIM 00€CIIeUeH A0CTYM U3 ceTH « HTepHeT,
NyOJUYHBIX CETEBBIX aJPECOB U JIOMEHHBIX UMEH, HE UCTIOIb3YEMBIX JIJIsl 00€CIIeueHUs
(YHKIIMOHUPOBAHUS 3HAYMMBIX OOBEKTOB W (WJIM) MPHUHAJIEKHOCTh KOTOPHIX HE
YCTaHOBJICHA;

r) popmupoBanue mnepeyHsi pecypcoB cetu «HHTepHeT», ¢ KOTOPBIMU MOTYT
B3aMMOJICHICTBOBaTh 3HAUMMBbIE OOBEKTHI, BKJIIOUAIOIIETO WCXOASIIMNA W BXOASIIUN
CETEeBbIE TOTOKHU, UX XapaKTEPUCTUKU U UCIIOJIb3yEeMbIE TPOTOKOJBI (J1ajiee — MaTpuiia
KOMMYHHKAIMI 3HAYUMbIX OOBEKTOB C ceThio «MIHTEpHETY);

1) OIIPENICNIEHNE CETEBBIX A/IPECOB, C KOTOPBIMU JODKHO OBITH O0OEcCredyeHo
B3aUMOJICHCTBHE 3HAYUMbIX 00BEKTOB, (HOPMHUPOBAHUE CITHCKA PA3PEILICHHBIX CETEBIX
aApecoB B  YCJOBHUSIX  peaju3allMd  arakK, HalnpaBlIE€HHbIX Ha  OTKa3
B 00CITy>KHBaHHH,

€) UCIIOJIb30BAaHUE  IMPOTPAMMHBIX,  MPOTPaMMHO-aNIapaTHbIX  CPENCTB,
oOecreurBaoUX aHalu3 U (UIBTPALMIO CETEBBIX 3allPOCOB B COOTBETCTBUU
C Marpureil KOMMYHHUKAIlMA 3HAYUMBIX OOBEKTOB ¢ ceThio «MHTEepHET»
Ha MAaKCUMaJbHO BO3MOYKHON CKOPOCTH ISl 3TUX KAHAJIOB CBSI3M M BO3MOXKHOCTH
OJIOKMPOBaHUS CETEBBIX 3allPOCOB, 00JANAIONMIMX MPU3HAKAMHU aTakK, HAlPaBIEHHBIX
Ha OTKa3 B 00CITY>KMBAHHUH, HA CETEBOM U MPUKIIAJHOM YPOBHSX 3HAUUMbIX OObEKTOB;

) HaJlM4ue JBYKPaTHOIO pe3epBa IMPOMYCKHONM CIOCOOHOCTHM KaHAJIOB
neperayd JaHHBIX OTHOCHTENIbHO OOBbEMOB Tpaduka B YCIOBUSX OTCYTCTBHUS
peanu3alny aTak, HalpaBIeHHbIX Ha OTKa3 B OOCITYKUBAaHUU;

3) UCIIOJIb30BAaHUE JaHHBIX, MOJYYEHHBIX MpHU B3auMoneucTeuu ¢ LleHTpom
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MOHUTOPUHIA M YIIPABIEHUS CETBIO CBA3M OOIIETO MOJIB30BaHMs '

1) oOecrieyeHre XpaHEHUsT B TEUCHHE TpeX JIeT clieAyrouell uHdopmanuu
0 (pakTax peanu3aluu aTak, HallpaBJICHHBIX HA OTKAa3 B OOCIYKUBAaHUU: JlaTa U BpeMs
Hauaja WM OKOHYAHHWs pealM3alliy aTakd, TUIl araku, oobem (I'0MT/C, ceTeBbIX
MAaKETOB/C), MEPEUYECHb CETEBBIX AJAPECOB, SBISIOMIUXCS UCTOYHUKOM aTak, U CETEBBIX
aJIpecoB, MOJIBEP>KEHHBIX aTakaM, IPUHUMAEMbIE MEPHI.

23. BeiOop Mep 1o oOecrneueHHi0 O€30MaCHOCTH 3HAYMMbIX OOBEKTOB
JUTSL KX pean3alliy BKIIIOYAET:

a) onpeneneHue 0a3oBoro Habopa Mep 1o oOecnedeHHIo O0e30MaCHOCTH
3HAYHMMOTIO OOBEKTA;

0) amanramuio 0a3oBoro Habopa Mep IO oOecrneueHH0 Oe30MacCHOCTH
3HAYMMOT'0 OOBEKTA;

B) JIOTIOJIHEHHE aJJallTHPOBAHHOTO Habopa Mep Mo 00eCIeYeHUI0 OE30MaCHOCTH
3HAYUMOTO OOBEKTa MEPAMH, YCTAHOBICHHBIMA WHBIMA HOPMAaTUBHBIMHU TTPABOBBIMH
akTamMu B oOmactu oOecriedueHrss 0€30MacHOCTH KPUTHUECKON HHQPOpPMAIMOHHON
uHppacTpykrypsl Poccuiickoit denepariu u 3auThl UHOOPMALIIH.

ba3oBbiii Habop Mep mo obecrieyeHUIO0 O€30MacHOCTH 3HAYMMOIO OOBEKTa
OIIpe/IENSeTCSl HA OCHOBE YCTAHOBJIEHHOM KaTeropyuu 3HaYUMMOCTH 3HAYMMOI'0 OOBbEKTa
B COOTBETCTBHUH C NMPUIIOKEHUEM K HACTOSIIUM TpeOOBaHUSIM.

ba3oBbiii Habop Mep mo obecreuyeHUI0 Oe30MacHOCTH 3HAYMMOI0 OOBEKTa
MOJIJICKUT aJanTali B COOTBETCTBUM C Yyrpo3amMu 0Oe30MacHOCTH WHGOPMAIINH,
MPUMEHSCMBIMA ~ WH(OPMAIIMOHHBIMH ~ TEXHOJIOTHSIMH M OCOOCHHOCTSMH
(YHKIIMOHUPOBaHUA 3HAUMMOro oObekTa. [Ipu aToM U3 6azoBoro Habopa MOryT ObITh
UCKITIOYEHBI ~ MEpbl, HEMOCPEACTBEHHO CBS3aHHBIE C  HHPOPMAIMOHHBIMU
TEXHOJIOTUSMHU, HE HCIOIb3YEMBIMH B 3HAYUMOM OOBEKTE, WU XapaKTePUCTUKAMH,
HE CBOMCTBEHHBIMU 3HauYMMOMy 0O0bekTy. [lpm agantamum 6Ga3zoBoro Habopa mep
no o0ecrneyeHno O0e30MacCHOCTH 3HAYUMOro OOBEKTa JUIsl KaXJAOW yrpo3bl
6e3omacHOoCTH HHGOPMAITNH, BKIIIOYEHHOMN B MOJIENb YTPO3, COTIOCTABIISETCS Mepa Win
rpynmna mep, obecrneuuBaromiue OJOKUPOBAHME OAHOMW WM HECKOJIbKUX YTrpo3
0€30MacCHOCTH WJIM CHMXKAIOUIME BO3MOXKHOCTh €€ peall3alliid UCXOAs U3 YCIOBUHN
(GYHKITMOHUPOBAHUSA 3HAaUYMMOro oObekTta. B cnmydae ecnu  0Ga3oBbiii  HaOOp
MEp HE TMO03BOJsIeT 00ecneyuTh ONOKHpPOBaHUE (HEUTpalu3alMio) BCEX YIrpo3
O0e3omacHOCTH WH(MOpPMAIIMK, B HETO JOMOJIHUTEIBHO BKJIIOYAIOTCS  MEpHI,
MIPUBEACHHBIC B MPUIIOKECHUH K HACTOAIUM TpeOoBaHUSIM.

JlonosiHeHWE aganTUPOBAHHOTO Habopa Mep Mo 00eCHeueHUI0 Oe30MacHOCTH
3HaYMMOTO OOBEKTa OCYIIECTBISETCS C IIEJNBbI0  BBIMONHEHUS TpeOOBaHMIA,
YCTaHOBJICHHBIX HHBIMA HOPMAaTHUBHBIMHU TIPABOBBIMH aKTaMH B 001aCTH 00CCIICUCHHUS

"Tlyukr 4 Honoxkenust 0 1[eHTpe MOHUTOPHHIA U YIPABJIEHHS CETHIO CBSI3U OOIUErO MOJB30BAHMUS, YTBEPKIECHHOTO
npukasom PockomHamzopa ot 31 wmrons 2019 . N 225 (3aperucrpupoBan MuHtoctom Poccun 22 nosiOpst 2019 r,
peructparmonHsii N 56583), ¢ m3MeHeHHsIMH, BHECEHHBIMHU IIpHuKa3oM PockomHam3opa ot 24 ampens 2024 r. N 73
(3apeructpupoBan MuntoctoM Poccuu 6 urons 2024 1., peructpanuonusiii N 78486) (nanee — Ilonoxenue o LlenTpe
MOHHTOPHHTA).
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0€30IacHOCTH KPUTHUYECKON UH(POPMAITMIOHHOM UHPPACTPYKTYPbI
U 3amuThl uHMopMaluu. JlomomHeHHe ananTHPOBAHHOTO HAabOpa Mep MPOBOAUTCS
B Cilyyae, €CiIM B OTHONICHMM 3HAYUMOrO OOBEKTa B  COOTBETCTBUU
¢ 3akoHoaarenbcTBOM Poccuiickoit deneparuu Takxke yCTaHOBJICHBI TpeOOBaHUs
0 3ammTe WHGOPMALMH, COAEp)KAIIEHCS B TOCYIapCTBEHHBIX HH(GOPMAIMOHHBIX
cucTeMax, TpeOOBaHUS K 3alllUTe IEPCOHANBHBIX JaHHBIX MpPU HUX 00paboTKe
B WHGOPMALIMOHHBIX  CHCTEeMaX  MEPCOHAJbHBIX  JIaHHBIX,  TpeOOBaHUsA
K Kpunrorpaduyeckoil 3ammure HHQOpMANMU WIM WHbIE TpeOoBaHUS B o0NacTu
3aIUThl HTHPOpPMAIMU U 00ecTieueHUs 0e30IaCHOCTH KPUTUYECKON HH(POPMAIITMOHHOM
UHQPaACTPYKTYPBHI.

24.B ciywae ecnu  3HAQUMMbBIA  OOBEKT SIBISIETCA TOCYIAapCTBEHHOMN
MH(OPMAIIMOHHOM CHUCTEMON WJIM HMHMOPMAIMOHHOW CHUCTEMOM MEPCOHAIBHBIX
JAHHBIX, MEPHI IO 00ECIEUEHUI0 OE30MTaCHOCTH 3HAYMMOTO OOBEKTA U MEPHI 3aIUTHI
uHpopmarmu (M0  0OECHEYEHUIO TMEPCOHAJBHBIX  JAHHBIX) MPUHUMAIOTCA
B COOTBETCTBUHU C OOJiee BBICOKOM KAaTE€ropueil 3HAYMMOCTH, KJIACCOM 3alUIIEHHOCTH
WIA YPOBHEM 3aIIMILEHHOCTH MEPCOHAIbHBIX JaHHBIX.

25.Ecnu  mnpuHATBIE B 3HAYMMOM OOBEKTE€ MeEpbl MO  OOECHEYEHUIo
IPOMBIIUIEHHON,  (YHKIMOHAIBHOW  Oe3omacHOCTH W (WiM)  (U3HUYECKOU
0€30M1acCHOCTH JOCTATOYHBI JJIsi OJOKUPOBaHUA (HEUTpanu3alyu) OTAEIbHBIX YIpo3
0e301acHOCTH MH(OpMaLUH, TONOIHUTEIbHBIE MEPbI, BHIOPAHHBIE B COOTBETCTBUU
¢ nmyHkTamu 22 u 23 Hacrosumx TpebGoBaHuil, MOTYyT HE TpUMEHSAThCA. [Ipu sToM
B XOI€ pa3padOTKM OpPraHU3alMOHHBIX W TEXHUYECKUX MeEp IO 00eCleyeHuto
0€30MacHOCTH 3HAYUMOTrO OOBEKTa JOJKHA ObITh O0OCHOBaHA JOCTaTOYHOCTH
MIPUMEHEHUSI MEP M0 00ECIEYEHUIO MPOMBILIIEHHOW 0€30MacHOCTH WU (PU3NYECKOI
0e30macHOCTH i1 OJOKMpOBaHUS (HEUTpaU3allih) COOTBETCTBYIOIIUX YIPO3
0e30MacHOCTH HH(POPMAILIUH.

26. [Ipu OTCYTCTBUU BO3MOXKHOCTHU peanuzanuu OTIEIBbHBIX
Mep 1o oOecnedyeHuro Oe30MacHOCTH M (MJIM) HEBO3MOXKHOCTHM HUX TNPUMEHEHHUS
K OTAENbHBIM OOBEKTaM U CyOBEKTaM JOCTylla, B TOM YMCIE BCIEACTBUE
UX HETaTUBHOTO BIMSHUS Ha (QYHKIIMOHUPOBAHHUE 3HAYUMOTO OOBEKTa B MPOEKTHBIX
peXuMax 3HAYUMOTO OOBEKTa, JOJDKHBI OBITh pa3paboTaHbl W BHEAPEHBI
KOMIICHCHPYIOIITE MEphl, 00CCIIeUnBaOIIMe OJOKUpOBaHUE (HEUTpaIM3aIliio) yIpo3
0€30MacHOCTH MHPOpPMALUU ¢ HEOOXOJUMBIM YPOBHEM 3alIUIIEHHOCTH 3HAYUMOTO
oObekTa. Ilpm 3TOM B XOA€ pa3pabOTKW OpPraHU3alMOHHBIX M TEXHHUYECKHX
Mep Mo 00eCreYeHU0 OE30MMaCHOCTH 3HAYMMOTO 00BEKTA JOJKHO OBbITh 000CHOBAHO
IpPUMEHEHHE KOMIICHCHUPYIOIIUX Mep, a MPH MPUEMOYHBIX UCIIBITAHUSIX (aTTECTAINH)
OLICHEHa  JIOCTaTOYHOCTh M aJICKBaTHOCTh  JIAHHBIX  KOMIIEHCUPYIOIIMX
Mep A1t OJI0KUpOBaHUs (HEUTpain3alum) yrpo3 0e301macHOCTU HHPOPMALTUH.

B kauecTBe KOMIEHCUPYIOIIUX MEp MOTYT OBITb PAacCMOTPEHBI Mepbl
no OO0ECMEYeHUI0 MPOMBIIUICHHON, (YHKIMOHAIBHOM # (Uiu) (U3HUUECKOM
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0€30MacHOCTH 3HAYUMOTO OOBEKTa, MOAACPKUBAIOIIUE HEOOXOAUMBIN YPOBEHb
€ro 3aIMIIEHHOCTH.

26.1. [Ipu ucnonb30BaHUU B 3HAYMMBIX OOBEKTaX HOBBIX HMH(OPMAIIMOHHBIX
TEXHOJOTUH M BBISIBICHUM JIOMOJHUTEIBHBIX Yrpo3 Oe30MmacHocTH HHMopmaluu,
JUISl KOTOPBIX HE OMpENeNeHbl Mephl MO o0OecrneyeHuto Oe30MaCHOCTU, OJIKHBI
pa3pabarbiBaThCs  KOMIICHCUPYIOIIME MEpbl B COOTBETCTBUM C  IYHKTOM
26 Hactosmux TpeOoBaHMiA.

26.2. Opranu3alioOHHbIE MEPbI, HANPABJIEHHBIC HA 3AIIUTY 3HAYUMbBIX 00bEKTOB
OT aTaK, HaNpaBJIEHHBIX HA OTKAa3 B OOCITYKMBAHUH, TOJKHBI PEyCMATPUBATh:

a) B3aUMOJICIICTBUE  C  TOCYAApCTBEHHOW  CUCTEMONl  OOHapy:KeHuS,
NpPEAYNpEeXACHUsT M JUKBUJAUMMA  TOCIEACTBUHA  KOMIIBIOTEPHBIX  aTak
Ha uH(OopMaIMOHHBIE pecypchl Poccuiickoit Penepanun?;

0) B3auMO/IeICTBHE B aBTOMAaTU3HUPOBAHHOM pekuMe ¢ LIeHTpoM MOHUTOpUHTa
¥ YIOpPaBIEHHs CETHIO CBA3M OOILErO IOJb30BAHUSA® B PaMKaX HPOTHBOAEHCTBUS
aTakam, HallpaBJIEHHBIM Ha OTKa3 B 00CITyKHUBaHUU;

B) B3aMMOJICHCTBUE C  IPOBAWAEpPOM  XOCTHHrAa WJIM  OpraHHU3alueH,
[PEIOCTABIAIOIECH YCIYTM CBSI3U, MPOTPaMMHO-aNIapaTHbIE CPEACTBA KOTOPBIX,
yYacTBYIOIIME B KOHTposie, (UIbTpAaUUd M OJIOKHPOBAHUU CETEBBIX 3aIPOCOB,
oOnagaronmx Npru3HaKaMy aTak, HaIPaBJICHHBIX HA OTKAa3 B 00CITYKUBaHUH, JOJDKHBI
OBITH pacmnoioXkeHbl Ha TeppuTopun Poccuiickoit denepanuu;

I) olpe/iesiecHue TOopsAAKa B3aUMOJCHCTBUSL C NIPOBalIEpOM XOCTHHIA
WY OpraHu3alued, MNpeIOoCTaBISIIONEd YCIyrM CBSI3M, [0 COBMECTHOMY
OJIOKMPOBAHHUIO ATAK, HAPABICHHBIX HA OTKAa3 B 0OCIY>KMBAaHUU, U Pa3rPaHUUYEHUIO
30H OTBETCTBEHHOCTH MPU TaKOM OJIOKHMPOBAHMH;

1) obecniedeHre AOCTYNMHOCTU U3 ceTh «HTepHeT» nHTep(ericoB U CEPBHUCOB
3HAUYUMBIX OOBEKTOB, MOMJEKAIIMX 3allUTe OT aTaK, HaIpaBJICHHBIX HAa OTKa3
B OOCIy)XMBaHWUHM, MO COIJACOBAHUIO CO CTPYKTYPHBIM TOJpa3JeieHUEM,
crequaiiucTaMu IO 3aluTe WHGOpPMAlUU IOCHe MNPUHATUS MEP MO KOHTPOJIIO
U (QUIBTpALMM MCXOISALIETO W BXOMSILEr0 CETeBOro Tpaduka B COOTBETCTBUH
C MaTPUIICH KOMMYHHKAIIUNA 3HAYUMBIX O0OBEKTOB C ceThlo « HTEpHETY;

€) BO3MOXKHOCTh Pa3MEIIEHUsI 3HAYMMBIX OOBEKTOB B HWH(GOPMAIIMOHHO-
TEJIEKOMMYHUKAIMOHHOU UHGPaACTPYKType IpoBaungepa XOCTHUHTA,
00€eCIeunBaIIero 3alUTy OT aTakK, HAMpaBJICHHBIX HAa OTKa3 B OOCITYXUBaHHH,
WJIM OCYIIECTBIICHUE 3aIIUThI 3HAUYMMbIX OOBEKTOB ITyTEM IIEPEHAIIPABICHUS CETEBOIO
TpaduKka Ha MPOrpaMMHO-aMapaTHbIe CPEJICTBA OpPraHU3AIMH, OKA3bIBAIOIIECH YCIyTH
0 KOHTPOJIIO, (UIBTpAlMd W OJIOKHMPOBAHUIO CETEBBIX 3aIPOCOB, OO0IaJAIOIIMX
npU3HaKaMu aTax, HaIlpaBJICHHBIX Ha OTKa3
B OOCIY>XKMBaHHHM, MpPH OTCYTCTBUM TEXHUYECKOH BO3MOXKHOCTU Y CYOBEKTa

2 [lonmyrkr «0» myHmkta 2 VYkasza Ilpesmmenta Poccumiickoit ®enmepammm ot 22 nekabps 2017 . N 620
«O COBEpIIEHCTBOBAHHH TOCYIapPCTBEHHON CHCTEMBI OOHAPY)KEHHS, MPEAYNPEKACHUS W JHKBHIAIMH ITOCIIEACTBUI
KOMITBIOTEPHBIX aTaKk Ha HH()OpPMAIMOHHEIE pecypchl Poccuiickoit @enepartumy.

3 Iynkr 5 Ionoxenus o LIeHTpe MOHUTOPHUHTA.
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KpUTHYECKOW WHGOPMAITMOHHONW WHEOPACTPYKTYPHI CaMOCTOSITEIIBHO OpPTraHU30BaTh
3alIUTy 3HAYUMBIX OOBEKTOB OT aTakK, HAIIPABJICHHBIX HA OTKa3 B 00CITYKUBaHUMU.

26.3. IIporpaMMHO-aInapaTHeIe CPEACTBA, UCTIOIB3YEMBIE ISl OCYIIECTBICHUS
KOHTpOJI, (uibTpalii W OJOKUPOBAHMS CETEBBIX 3alpocoB, 0O0JIaJArOIINX
NpU3HAKAMHU aTak, HalpaBJICHHbIX HAa OTKa3 B OOCITY>KUBAHUH, JOJDKHBI OBITh
pacnonoxeHbl Ha Tepputopun Poccuiickon denepanumu.

I'V. TpeGoBaHus K MPOrpaMMHBIM M MPOrPAMMHO-ANIapPaTHBIM CPEJICTBAM,
MPUMEHSEMBIM JIJI 00ecTieueHUs 0€301TaCHOCTH 3HAYMMBIX 00BEKTOB

27. Texuuueckue Mepbl O 00ECIIEUCHNI0 0E30MaCHOCTH B 3HAYUMOM OOBEKTE
peanu3yroTcs IOCPEACTBOM MCIOJB30BaHHUS NPOrPAMMHBIX W MPOTPAMMHO-
anmapaTHbIX CpEACTB, NMPUMEHSIEMBIX M OOecreueHus] Oe30MacCHOCTH 3HAYMMBIX
OOBEKTOB — CpEICTB 3alUThl HHPOpManmuu (B TOM 4YHUCIE BCTPOEHHBIX
B 00IlIECUCTEMHOE, IPUKIIAJHOE IPOrPaMMHOE 00ECIIEUEHUE), a TAKKE 00eCrIeueHuUs
0€30MacCHOCTH MPOTPaMMHOTO OO0€CIIEYeHHs] M MPOTrpaMMHO-alNapaTHbIX CPEICTB,
IPUMEHSAEMBIX B 3HAYMMBIX OOBEKTaX.

[Ipu 5TOM B IPUOPUTETHOM IOPSIIKE MTOJIEKAT IPUMEHEHHUIO CPENCTBA 3AILUTHI
nH(poOpMaIi, BCTPOEHHBIE B MpPOrpaMMHOE oOecreueHue U (Wiau) MpOorpaMMHO-
anmnapaTHbIE CPEJICTBA 3HAUMMBIX 0OBEKTOB (MPU UX HAJIUYHUN).

28. lna obecnieueHrs O€30MaCHOCTH 3HAYUMbBIX OOBEKTOB KPUTHUECKOU
MH(OpPMAIIMOHHOW HMH(PPACTPYKTYPhl JODKHBI MPUMEHSTHCS CPENCTBA  3aILUTHI
uH(popMaIu, TpoleAnre OUEHKY Ha COOTBETCTBHE TpeOOBaHUAM MO O€30MaCHOCTH
B (hopmax 00s3aTeNIbHON cepTUPUKALMN, UCTTBITAHUN WK TPUEMKHU.

Cpencrsa 3aUThl HHPOPMAILIMK, TPOLIEAIINE OL[EHKY COOTBETCTBUA B (hopme
00s13aTeNIbHOM  CepTU(UKAUK, MNPUMEHSIOTCS B ClIy4asX, YCTaHOBJIEHHBIX
3akoHOAaresbCcTBOM Poccuiickont denepannn, a TakKe B ClIydae IMPUHATHS PELICHUS
CYOBEKTOM KpUTHUYECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI.

B uHBIX cilydasx NpUMEHSIOTCS CPEACTBa 3alIUThl HHPOPMALUU, TPOIIEIIINE
OLIGHKY COOTBETCTBHUS B (OpME€ HUCHBITAHUN WIN NPUEMKH, KOTOPbIE MPOBOJSATCS
CyObEKTaMU KpPUTUYECKOHM WH(OPMALIMOHHON HHMPACTPYKTYphl CAMOCTOSTEIBHO
WJIM C MPUBJICYEHUEM OPTaHU3aLUi, UMEIOLIUX B COOTBETCTBHH C 3aKOHO/IaTEIbCTBOM
Poccuiickoit ®enepaniuu  JUIEH3UHM HA JICSITEIBHOCTH B 00JACTU  3AIlIUTHI
UH(GOPMALIIH.

29. B ciy4ae HUCHOJNIb30BAaHUS B 3HAYUMOM OOBEKTE CEPTUPHUIIMPOBAHHBIX
Ha COOTBETCTBUE TpeOOBaHUAM MO OE€30MaCHOCTH HMH(OpMAIUU CPENCTB 3aLIUTHI
UH(pOPMALINHN:

a) B 3HAQYUMBIX OOBEKTax | Kareropuu TNPUMEHSIOTCS CpPEICTBA 3aIUTHI
uH(pOpMaIIU HE HUXKE 4 Kilacca 3allliThl, a TAK)KE CPEICTBA BHIYUCIUTEIBHON TEXHUKH
HE HIKE S KJ1acca;
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0) B 3HAUMMBIX OOBEKTaX 2 KATETOPUU NPHUMEHSIOTCA CPEACTBA 3aAILUTHI
uH(GOPMAIIUHU HE HUKE 5 KJlacca 3allliThl, a TAK)KE CPEICTBA BHIYUCINTEIBHON TEXHUKH
HE HWXKe 5 Kiacca;

B) B 3HAaUMMbIX OOBEKTaX 3 KaTeropuum NPUMEHSIOTCS CPEACTBA 3aLUTHI
uHpopManMu 6 Kiacca 3alllUThl, a TaKKe CPENCTBA BBIYMCIUTEIBHON TEXHUKU
HE HMXKE S Kjacca.

[Ipu 3ToM B 3HaUUMBIX OOBbEKTaX | KaTeropmm 3HAUMMOCTH MPUMEHSIOTCS
cepTu(UUUPOBAHHbIE CPEACTBA 3alUThl HMH(POpPMAIMM, COOTBETCTBytoIME 4
win Ooyee BBICOKOMY YpPOBHIO J0BepHs. B 3HauuMmbIX 00BEKTax 2 KaTeropuu
3HAYMMOCTH TPUMEHSIOTCS CepTU(UIMPOBAHHBIE CPEACTBA 3allUTH WH(GOpPMAIH,
COOTBETCTBYIOLIME 5 WM O0Jiee BEICOKOMY YPOBHIO JOBepHUs. B 3HauMMbIX 00BEKTaxX
3 KaTeropum 3HAYMMOCTH MPUMEHSIOTCS CEePTU(PUUMPOBAHHBIE CPEICTBA 3aIUTHI
uH(pOpMaIK, COOTBETCTBYIOIINE 6 WK 00Jiee BHICOKOMY YPOBHIO JJOBEPHS.

Knaccbl 3amuTel W ypOBHM JOBEpPHUSI ONPEHEISIOTCS B COOTBETCTBUU
¢ HopMmatuBHbIMU MpaBoBbIMHU akTaMu OCTIK Poccuu, n3naHHbiMu B COOTBETCTBUU
¢ noanyHkroM 13.1 mynkra 8 [lonoxkenust o denepanbHoil ciyxk0e M0 TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJIKO, YTBEpPKJAEHHOTO Yka3zoMm IIpesunmenta Poccuiickon
®epneparuu ot 16 aBrycra 2004 . Ne 1085.

[Tpu ucnonb30BaHUU B 3HAYMMOM OOBEKTE CPEACTB 3aIIUThl MHPOpMAILMH,
cepTU(UUUPOBAHHBIX MO TpPeOOBaHUAM O€30MaCHOCTH HH(GOpPMAIUH, yKa3aHHbIE
CpeIcTBa JOJDKHBI OBITh CEpTU(GUUUPOBAHBl HA COOTBETCTBUE 00s3aTEIbHBIM
TpeOOBaHUSIM TIO OE€30MacCHOCTU HWH(OpPMAIMK, YCTAHOBIEHHBIM HOPMAaTHUBHBIMU
MPAaBOBBIMM AKTaMHU, WJIM TpeOOBaHUAM, YKa3aHHBIM B TEXHMUYECKUX YCIOBHSIX
(3amaHusgx mo 0e30macHOCTH).

@yHKIMU 0€30MaCHOCTU CPEACTB 3aUIUThl MH(OPMALIMK JOJHKHBI 00€CIIEUrBaTh
BBINIOJIHEHUE HACTOSIIIUX TpeOoBaHMiA.

29.1. IIlpy NOpOEKTUPOBAHMM BHOBb CO3[1aBAEMBIX WM MOJAECPHU3UPYEMBIX
3HAYUMBIX OOBEKTOB | KaTeropum 3HAYMMOCTM B KayeCTBE T'PAHUYHBIX
MapLIpyTHU3aTOpPOB, HMEIIUX Joctyn K cetu «VHTepHeT», BbIOMparoTCs
MaplIpyTH3aTOpbl,  CEPTU(PUIMPOBAHHBIE  HA  COOTBETCTBUE  TpPEOOBaHUSAM
no Oe3omnacHOCTH uWHGoOpMauu (B YaCTU pEaJU30BAHHBIX B HHUX (YHKUUN
0€30MacHOCTH).

B cinydae OTCYTCTBHSI TEXHUYECKOW BO3MOMXHOCTH NMPHUMEHEHMS B 3HAYMMBIX
oObekTax 1 KaTeropud  3HAaYMMOCTH  TPAaHUYHBIX  MapLIpPyTU3aTOpPOB,
CepTU(PUIUPOBAHHBIX HA COOTBETCTBUE TPEOOBAHUSAM MO O€30MACHOCTH H(OPMALIHH,
(GyHKIIMU 0€30MacCHOCTU TPAHMYHBIX MAapIIPYTHU3aTOPOB MOJJIEKAT OIEHKE Ha
COOTBETCTBHE  TpeOoBaHUSIM 1O  O€30MacHOCTH B paMKax  IPHUEMKHU
WIM UCTIBITAHUN 3HAYMMBIX OOBEKTOB.

OO0OCHOBaHHME  OTCYTCTBUSI ~ TEXHUYECKOM  BO3MOXXHOCTH  MPUBOAUTCS
B MPOEKTHOM JOKYMEHTAIIMM Ha 3HA4YMMbIE OOBEKThI (IOJACHUCTEMBI O€30MaCHOCTU
3HAYUMBIX O0OBEKTOB), pa3pabaTbIBa€MOil B COOTBETCTBUU C TEXHMUYECKUM 3a/laHHEM
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Ha CO3/laHH€ 3HAYUMBIX OOBEKTOB U (WJIM) TEXHUYECKUM 3aJaHueM (YacCTHBIM
TEXHUYECKUM 33/IaHMeM) Ha CO3[JaHUe TMOACUCTEMbl 0€30MacHOCTH 3HAYMMBbIX
00BEKTOB.

29.2. CpeactBa 3ammuThl WH(OpMAIUM, OILIEHKA COOTBETCTBUS KOTOPBIX
npoBoAMTCS B (opMe HCHBITAHUM WM TMPUEMKH, JOJKHBI COOTBETCTBOBATH
TpeOOBaHUSIM K (YHKIUSIM O€30MaCHOCTH, YCTAHOBIEHHBIM B COOTBETCTBUU
C MOJMYHKTOM <0k» TyHKTa 10 HacTosimux TpeboBanuii.

He BcTpoeHHbIe B 001IECUCTEMHOE U TTPUKIAJAHOE MPOrpaMMHOE OOeCIieUeHHe
cpelcTBa 3amuThl MHGOPMAIMM, OLIEHKAa COOTBETCTBUS KOTOPBIX IPOBOJIUTCA
B (opMe HCTBITAHUN WM TPUEMKH, JOTOTHUTEIBHO K yKa3aHHBIM TPeOOBaHUSIM
JOJKHBI COOTBETCTBOBATH 6 MM 00Jiee BHICOKOMY YPOBHIO JTOBEPHS.

WcnbiTanust (mpuemka) CpeacTB 3aliuThl HMHPOpMAlMM HAa COOTBETCTBHE
TpeOOBaHUSIM K YpPOBHIO JOBEpHs U TpeOOBaHUSAM K (QYHKIUSIM O€30MacCHOCTH
MPOBOJIATCSL HA ATale MPEeABAPUTEIbHBIX HUCHBITAHUNH B COOTBETCTBHUHM C MYHKTOM
12.4 nacrosimux TpeboBaHwuii.

WcnbiTanust (pueMka) MPOBOIATCS OTIAEIBHO WJIM B COCTaBE 3HAYUMOTO
oObekra. [IporpaMMa ¥ METOJMKM UCTIBITAHUM (TIPUEMKH) YTBEPKIAIOTCS CyObEKTOM
KPUTHUYECKON HHGPOPMAIIMOHHON WHEGPACTPYKTypbl B Cllydae CaMOCTOSITEIBHOTO
POBEACHUS UCIIBITaHUI. B citydae mpoBeAeHUs UCTIBITAHUIA UHBIM JIMLIOM, IIPOTpaMMa
U METOAUKM  HUCHBITAaHUK  (IPUEMKH)  YTBEPXKAAIOTCS  ATUM  JIMIIOM
10 COTYIACOBAHMIO C CYOEKTOM KPUTHUYECKOM MHPOPMAITMOHHONU HHPPACTPYKTYPHI.

[lo pe3ynbrataM HcCHbITAHUNA (IMIPUEMKH) CPEACTBA 3alIUThl HMH(POpMALUU
oopMIISIeTCSl TPOTOKOI UCIBITAHUM, B KOTOPOM YKa3bIBAIOTCSL:

JaTa U MECTO MPOBEJICHUS UCTIBITAHUN (IPUEMKH);

OMMCAHUE UCTIBITHIBAEMOTO CPEICTBA 3aIUTHI HH(GOPMAIUK;

OMMCAHUE MPOBEJICHHBIX UCIIBITAHUN;

pe3yJIbTaThl  UCHBITAHUNA 10  KaXJIOMY  HCHBITHIBAEMOMY  IapaMeTpy
(XapakTepucTHKE);

BBIBOJIBI O COOTBETCTBUHU (HECOOTBETCTBMHU) CPEACTBA 3aIUTHl WUH(POpMAIUU
TpeOOBaHUSIM 1O O€30MaCHOCTH MHGOPMAIIUH.

[IpoTokoi VICTIBITAaHUU YTBEPKIAACTCA CYyObEKTOM KPUTHUYECKOU
MH(GOPMAIIMOHHON WHOPACTPYKTYphl B CiIy4ae CaMOCTOSITEIIBHOTO IPOBEICHMUS
WCOBITAaHUK. B HWHOM cCilydyae MNpPOTOKOJI HWCIBITAHUM YTBEPKIACTCA JIALIOM,
MPOBOJAMBIIIUM  HUCHBITAHHS, W  TPEACTABIACTCS  CYOBEKTYy  KPUTHYECKOM
uHpopManMOHHONW  MHGPACTPYKTYpbl Ha  dTane NPUEMOYHBIX  HCIBITAHUM
JUTSl IPUHSITHUS PEIICHUS O BOBMOKHOCTH MPUMEHEHHUSI CPEJICTBA 3alUThl HTH(OpMAIUU
B 3HAYMMOM OOBEKTE.

Wcnbitanus (mpueMka), mpeayCMOTPEHHbBIE HACTOSIIUM TYHKTOM, MPOBOJAATCS
B OTHOIIICHUH CPEJCTB 3alIUThl HHPOPMALIMH, IJIAHUPYEMBIX K BHEIPEHHUIO B paMKax
co3/1aHus (MOAEPHU3AIMHN WA PEKOHCTPYKIIUU, PEMOHTA) 3HAYMMBIX OOBEKTOB.
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29.3. [IpuknagHoe MporpaMMHOE OOecTeueHHe, MIAHUPYeMOoe K BHEAPEHUIO
B paMKax co3faHus (MOAEPHMU3AIMHM WM PEKOHCTPYKIIMH, PEMOHTA) 3HAYUMOTO
oObekTa © oOecleyuBaroliee BBIMOIHEHUE €ro (QYHKIUM 10 Ha3HAYEHUIO
(mamee — mporpaMmHOe OO€CHEUeHHUE), JOJDKHO COOTBETCTBOBAThH CIEAYIOIIUM
TpeOOBaHUSIM MO OE30MaCHOCTH:

29.3.1. TpeboBanus 1o 6e30MacHoO pa3paboTKe MPOrpaMMHOTO OOECIICUECHHUS:

HaJU4Me pPYyKOBOACTBA 1o  Oe30macHoM  pa3paboTke MPOTrpaMMHOTO
o0ecIieueHusI;

MpOBEJICHHE aHaiM3a yrpo3 O0e30MacHOCTH HWH(OpMAaIMU [POrpaMMHOTO
00CCIIeUCHHS;

HAJIMYUE OMHCAHUS CTPYKTYphl MPOrPaMMHOTO oOOecliedeHHus Ha YpOBHE
MOJICUCTEM W PE3YyJbTAaTOB CONMOCTaBIEHUs (PYHKUUU MPOrpaMMHOIO 0O€CHeueHHUs
U uHTEeppElCcOB, OMNUCAHHBIX B (YHKUMOHAIBHOW cCHEeUU(PUKALUHU, C €ro
MOJICUCTEMaMH (711 MPOTPAMMHOTO OO€CTIeUeHHsI, TUIAHUPYEMOTO K MPUMEHEHHIO
B 3HAYUMBbIX 00bEKTax | KaTeropuu 3HAYUMOCTH).

29.3.2. TpeboBaHusi K  UCHOBITAHUSM  TI0  BBIABICHUIO  YS3BUMOCTEH
B IIPOIPaMMHOM 00€CTIEUEHHH:

IPOBEACHHUE CTATUUECKOTO aHaJIN3a UCXOAHOI0 KO/ia IPOrpaMMBl;

IPOBECHUE (pa33uHr-TECTUPOBAHUS IPOrpaMMBl, HaIPaBJICHHOTO
Ha BBIABJICHUE B HEW yA3BUMOCTEI;

IPOBEACHUE TUHAMUYECKOTO aHallu3a KoJa MpOrpaMMbl (ISl MPOrpaMMHOIO
oOecriedeHus1, IAHUPYEMOTO K MPUMEHEHHIO B 3HAYUMBIX 0OBekTax | kareropuu
3HAYUMOCTH).

29.3.3. TpeboBanus K NOAAEPKKE 0€30MaCHOCTH IPOIrPAMMHOTO 00ECTICUEHHUS:

HaJIM4YMe TPOLEAYp OTCICKMBAHUS M HUCTIPABICHHS OOHAPYKEHHBIX OMIMOOK
U YS3BUMOCTEH MPOTPaMMHOTO 00eCTICUCHHS,

ONpEENeHHEe  CHOCOOOB M CPOKOB  JIOBEAEHUS  pa3pabOTUYMKOM
(Tpou3BOAUTENIEM ) TPOTPAMMHOTO OOECTIEUCHUS 0 €T0 MOJIb30BaTeeil nHpopMaluu
00 YA3BUMOCTSX HPOrpaMMHOIO OOecledeHHs, O KOMIICHCUPYIOIIUX Mepax
o 3amuTe HHPOpPMALMM WM OrPAaHMYEHHUSIX MO MPUMEHEHHIO MPOTPaMMHOIO
oOecredeHus, CI0OCOOOB MONY4YEHUsI MOJIb30BATEISIMU MPOTPAMMHOI0 00eCIeueHus
€ro OOHOBJICHH, TPOBEPKU UX LEIOCTHOCTH U MOJJIMHHOCTH;

HaJlnyue npoLeayp uHOOPMHUPOBAHHUS CyOBbeKTa KPUTHYECKOU
uH(OpMaITMOHHOW WH(PACTPYKTYphl 00 OKOHYAaHWUM TPOU3BOJACTBA U  (WJIH)
NOJJEP)KKM MPOrpaMMHOro obecrniedeHus (IUisi MPOrpaMMHOTO  OOecreueHus,
TUTAHUPYEMOTO K IPUMEHEHHIO B 3HAYUMBIX 00bEKTax | KaTeropuu 3HaUNMOCTH).

29.4. BeinonHenre TpeOOBaHMM MO OE30MACHOCTH, YKa3aHHBIX B MOJIMYHKTaX
29.3.1-29.3.3 nynkra 29.3 Hacrosuux TpeOoBaHMI, OIICHUBAETCS JIUIIOM,
BHIMIONHSIONIMM ~ pabOThl  TO  co3daHui0  (MOJAEpHU3AIMH, PEKOHCTPYKIIHU
WM PEMOHTY) 3HAUYUMOro oO0beKkTa M (WJIM) OOECHEYEeHUI0 ero Oe30MacHOCTH,
Ha JSTane MPOEKTUPOBAHMS 3HAYUMOTO OOBEKTa HA OCHOBE pE3Yy/IbTaTOB aHaIU3a
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MaTepHAIOB U JIOKYMEHTOB, MPEICTABIAEMBIX pPa3padOTUYUKOM (TIPOU3BOIUTEIIEM)
IIPOrPaMMHOI0 OOECIIEYEHHsS] B COOTBETCTBUHM C TEXHHUYECKUM 3aJaHHEM (YACTHBIM
TEXHUYECKUM 3aJlaHHeM), pa3pabaTbiBa€MbIM B COOTBETCTBMHM C MyHKTOM 10
HacTosux TpeboBaHUM.

Pe3ynbTaThl OIIEHKM BKIJIIOYAIOTCS B MPOEKTHYIO JOKYMEHTAIIMIO Ha 3HAYMMBbIN
00BeKT (TIosIcucTeMy O€30ITaCHOCTH 3HAYUMOTO 0O0BEKTa) U MPECTABIIIOTCS CYOBEKTY
KPUTHUYECKON HHPOPMAITMOHHOW MH(PPACTPYKTYPHI.

30. [IpumensieMble B 3HAUUMOM OOBEKTE MPOrpaMMHBIE M TMPOTPAMMHO-
anmaparHble CpelCcTBa, B TOM YMCIIE CPEICTBA 3alllMThl HH(MOPMAIUU, TOJKHBI
AKCIUTyaTUPOBATbCA B~ COOTBETCTBMM  C  MHCTPYKUHMSIMH  (IIpaBUIJIAMM)
M0 DJKCIUTyaTaluu, pa3padOoTaHHBIMU pa3padoTuukaMu (TIPOU3BOAUTEISIMU) STUX
CPEICTB, U MHOM SKCIUTYaTAllMOHHOW TOKYMEHTAIUEH.

31. IlpumeHsieMble B 3HAUUMOM OOBEKTE MPOTPAMMHBIE K MPOTPAMMHO-
anmaparHble CPEJCTBA, B TOM YHUCIE CPEACTBA 3alIUThl HHPOpPMALMH, JOKHBI OBITh
o0ecrnieueHbl rapaHTUMHON U (MJTH) TEXHUYECKOUN MOIEPIKKOM.

[Tpu BBIOGOpE MPOrpaMMHBIX U IPOrPaMMHO-AIIIAPATHBIX CPEJCTB, B TOM YUCIIE
CPEICTB 3alIUThl HMH(OPMALMU, HEOOXOAMMO YUYWUTHIBaTh HAJU4YME OrPaHUYCHUN
Ha BO3MOXXHOCTb HX HPHUMEHEHHUS CYOBEKTOM KPUTHYECKOW HHPOPMALMOHHON
UHQPACTPYKTYpbl Ha JI000OM W3 MNPUHAMISKAIMX €My 3Ha4MMbIX OOBEKTOB
KPUTHYECKON HH(OPMAMOHHON HHQPACTPyKTYpbl CO CTOPOHBI pa3pabOTUYMKOB
(Tpou3BOAUTEIICH) UM UHBIX JIUII.

B 3HaunMoM 00bEKTE HE IOMYyCKAOTCS:

HaJM4Me YJAJIeHHOTO JOCTyIa K MPOTPaMMHBIM M MPOrPaMMHO-aINapaTHbIM
CpelcTBaM, B TOM 4YHCJIE CPEACTBAM 3alluThl MHGOpMalWU, s OOHOBIEHUS
WM YOPaBICHHS CO CTOPOHBI JIMI, HE SBIAIOMIMXCA pPaOOTHUKAMU CyObEKTa
KpUTUYECKON MH(GOPMALIMOHHON MHQPACTPYKTypbl, a Takxke pabOTHUKAMHU
€ro JIOYEPHUX U 3aBUCUMBIX OOLIECTB;

HaJu4Me  JIOKAJIbHOTO  OECKOHTPOJBHOIO  JOCTyNma K  MPOrpaMMHBIM
U NpPOrpaMMHO-aNIIapaTHBIM CpPEICTBaM, B TOM 4YHUCJIE CPEACTBAM 3aIlUTHI
uHpOpMaIH, 151 OOHOBJIECHUS WM YIPABJIEHUS CO CTOPOHBI JIUI, HE SBIISIOMIUXCS
paboOTHUKAMH  CyObeKTa KpPUTHYECKOM HHGPOPMAIMOHHOW  HHGPACTPYKTYpHI,
€ro JIOYEPHUX U 3aBUCUMBIX OOIIECTB;

nepenadya HMHQOpPMALMK, B TOM YHCIE TEXHOJOTUYECKONW HH(POpMAIIHH,
pa3paboTuuKy (IPOU3BOAUTENIO) IPOTrPAMMHBIX M IPOTPaMMHO-aNapaTHbIX CPEJICTB,
B TOM 4YHUCJE€ CpPEICTB  3allUThl  MHGOpPMALMHU, WM  MHBIM  JIMLAM
0e3  KOHTpPOJS CO CTOPOHBI  CyObEKTa KpHUTUYECKOHM  HH(OpMAIMOHHON
UH(QPACTPYKTYPHI.

B cnydae TeXxHMYECKOW HEBO3MOXHOCTH MCKJIIOUEHMS YIAJIEHHOTO A0CTyna
K MPOTrpaMMHBIM M MHPOrPaMMHO-aNIaparHbIM CPeICTBaM, B TOM YHCIE CPEICTBaM
3alUThl MHGOpPMAIMKM, B 3HAYUMOM OOBEKTE MPUHUMAIOTCS OpraHU3allMOHHBIC
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M TEXHUYECKHE Mepbl MO o0ecrneueHu0 Oe30MacHOCTH Takoro JIOCTyIa,
MPEIyCMATPUBAIOIIHE:

ONpENIENICHUE JUI U YCTPOMCTB, KOTOPBIM pa3pelieH YAAJCHHbIA TOCTYI
K TPOrpaMMHBIM U MPOTPAMMHO-ANMNapaTHbIM CpPEACTBAM 3HAYMMOI0 OOBEKTa,
IPENOCTABIECHNE UM MUHUMAJIBHBIX ITOJIHOMOYHI MPH TOCTYIIE K 3TUM CPENCTBAM;

KOHTPOJIb JIOCTyNla K IMPOTrpaMMHBIM M IPOTPaMMHO-aNNaparHbIM CPEICTBAM
3HAYUMOTO OOBEKTA;

3amuTy WHGOpPMAMM W JAHHBIX MpPU HX I[epefade Mo KaHajlaM CBsI3U
IpU YIAIEHHOM JIOCTYIlE K MPOrpaMMHBIM U MPOTPAMMHO-ANIapaTHbIM CPEICTBaM
3HAYHMMOTO OOBEKTA;

MOHUTOPHUHI UM PETUCTPALHIO ITEUCTBUH JIUL, KOTOPBIM Pa3pelICH yNaJICHHBIN
JOCTYM K MPOrpPaMMHBIM U MPOrPaMMHO-aMTapaTHBIM CPECTBAM 3HAUMMOTO 00bEKTA,
a TAK)K€ MHULUMPYEMBIX UMU MPOLIECCOB, AHAIU3 ITUX ACHUCTBUN B LEIAX BBISBICHUS
(baKkTOB HEMPaBOMEPHBIX JCHCTBUMN;

oOecricueHHe HEBO3MOXKHOCTH OTKa3a JHUI[ OT BBIIOJHEHHBLIX JEHCTBUI
IIPU  OCYIIECTBICHUM YAAJIEHHOIO JOCTyna K IMPOrpaMMHBIM U IPOTPAMMHO-
anmnapaTrHbIM CPEJICTBAM 3HAYMMOTO OOBEKTA.

B 3HaunMoM 00BbEKTE MOTYT MPUHUMATHCS JIOTIOJIHUTEIbHBIE OpTraHU3allMOHHbBIE
U TEXHUYECKUE MEpbl MO OOECMEeYeHHIO0 Oe30MaCHOCTH YIAJEeHHOTO JOCTyIa K
IpOrpaMMHBIM W TIPOrPaMMHO-AINIAPAaTHBIM CPEJICTBAM, B TOM YHUCJE CPEICTBAM
3aImuThl UHGOpPMAIlMK, HalpaBlICHHbIE Ha OJOKHpOBaHUE (HEHTpalu3aluio) yrpos
O0e3zomacHoCcT UWHMOpPMAIUM, TPUBEACHHBIX B MOJEIU YIrpo3 O€30MacHOCTH
uHpopmaiu, pa3padaTbiBa€MO B COOTBETCTBMM C TyHKTOM 11.1 HacTosmmx
TpeboBanwmii.

Bxonsiue B cocTtaB 3HAuMMOro 00bekTa |1 W 2 Kareropuil 3HAUUMOCTH
MPOrpaMMHBIE U MPOTPaMMHO-AINMNapaTHbIE CPEACTBA, OCYUIECTBISIONIME XPAHEHUE
u 00paboTKy HH(pOpMAIMU, JOJKHBI pa3Mellarbcsi Ha TeppuTopuu Poccuiickoit
Odeneparuu (32 UCKIIOUCHHEM CIIy4aeB, KOTJa pa3MEIEHHE YKa3aHHBIX CPENICTB
OCYIIIECTBISIETCSI B  3apyOeKHBIX O00OCOOJEHHBIX IOAPA3ICICHUAX CyOBeKTa
KpUTHUYECKON MHGOPMAIIMOHHON HHDPACTPYKTYpHI ((huiinanax, mpecTaBUTEIbCTBAX ),
a TaKXe CJIy4aeB, YCTAHOBJIEHHBIX 3aKOHOJATEILCTBOM Poccuiickon denepanuu u
(nm) MexxayHapoaHBIMU ToroBopamu Poccuiickoit @eneparun).
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[Tpunoxenue

K TpeboBaHuAM 110 00ECTIEYCHHIO
0€30MacCHOCTH 3HAYUMBIX 0OBEKTOB
KPUTUYECKOH HH(OPMALIMOHHOM
uHppacTpykTypsl Poccuiickori @eaepanuu,
yrBepxkaeHHbIM npukazoM @CTIK Poccun
ot 25 nexabps 2017 r. Ne 239

CocTaB Mep 1o o6ecredeHUI0 0€30MaACHOCTH /I 3HAYMMOT0 00bEKTA

COOTBeTCTByIOIHeﬁ KaTeropmm 3SHAaYMMOCTH

O603Ha Kareropus
-ueHue 3HAYMMOCTHU
Meps! obecrieueHus: 6€3011aCHOCTH 3HAYMMOI0 0ObEKTa
1 HOMEp 3 2 1
MepbI
[. Unentudukanus u ayrentudukanus (MAD)
PernameHnTtanus nmpasul U Ipoue
NAD.0 HHA TP POUEAYD + + +
UACHTU(UKAIMY U ayTeHTH(DUKAIN
WNnentudukanus u ayreHTUUKALU I0Ib30BaTeeh
NAD.1 a Quican T (uca + + +
Y MTHUIIMUPYEMBIX UMU MPOLIECCOB
NA®D.2 Nnentuduxanus 1 ayTeHTUPUKAUS YCTPONUCTB + + +
NAD.3 VYrpasienue uaeHTHGUKaTOpaMu
NAD 4 VYnpaBieHue cpeicTBaMy ayTeHTH(UKAIUN + + +
WNnentudukanus u ayreHTU(PUKALUS BHEITHUX
UAD.5 ACHTHQUIAILI 1 ayTEHTHHIAL + + +
10JIb30BaTeNen
NAD.6 JIByCTOpOHHSISI ayTeHTU (UKALUS
NA®.7 | 3ammra ayreHTUDUKAIMOHHON HH(OpMALUU TpH Iepeaade + + +
I1. Yrpasnenue nocrymnom (YII)
VIIJ.0 | PermamenTanus npaBui ¥ IpOLELyp YIPABICHUS TOCTYIIOM + +
VIIA1 VYIpaBieHue y4eTHBIMU 3alUCSIMU 10J1b30BaTeNeH + +
VIIA.2 Peanusanus Monenu ynpasieHus JOCTYIIOM + +
VIIA.3 JloBepeHHas 3arpys3ka + +
VII/1.4 Paznenenue nmomHomounii (poseit) moap3oBaTesen + + +
HazHnaueHrne MUHUMAaJIbHO HEOOXOAUMBIX MTpaB
VIS M P | o+ "
U IPUBMJIETUH
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VIUL6 OrpaHnyeHre HeyCIEIIHbIX MOMBITOK JOCTYIIa +
' B MH()OPMAITMOHHYIO (ABTOMATU3HPOBAHHYIO) CHCTEMY
VL7 [IpenynpexneHne noab30BaTess NpU €ro J0CTyIe
' K HH(OpMaIMOHHBIM pecypcam
OnoBelieHue N0OIb30BATENS IPU YCIIEITHOM BXOJI€
VIIA.8 O MPEIBIAYIIEM JI0CTYIE K HH)OPMAITHOHHOM
(aBTOMATH3UPOBAHHOI) CUCTEME
YIII.9 OrpanuueHue Ynciia mapajyieJbHbIX CEaHCOB JOCTYIA
VIUL10 brokupoBanue ceanca JOCTyIA MOJIb30BATEIS +
) [P HEAKTUBHOCTHU
VIUL1I VYipaBieHue 1elCTBUSAMU 10JIb30BaTeNEH +
) JI0 UICHTH(DUKAIIHT U ayTCHTUHUKAITUU
VIII.12 VYrpasnenue arpuOyramMmu 0€30MacCHOCTH
VIIIO.13 Peanuzanus 3aiuMieHHoOro yaajaeHHoro 10cryna +
VI 14 KoHTposb gocTyna u3 BHEMIHUX WH(OPMALIMOHHBIX N
) (aBTOMATH3MPOBAHHBIX ) CHCTEM
[II. Orpanunuenue nporpammuoi cpeasl (OI1C)
OIIC.0 Pernamenranuust npaBui U mpouenyp
' OrpaHUYEHUs] TPOTrPaMMHOM Cpe/Ibl
OIIC.1 VYrpasnenue 3ammyckoM (0OparieHUus MU ) KOMIIOHEHTOB
' MIPOrPaMMHOTO 00eCTIeYeHH S
OIIC.2 VYrpaBieHue yCcTaHOBKOW (MHCTAJUISIIIUEH ) KOMITIOHEHTOB
] IPOrpaMMHOr0 o0ecreyeH s
OIIC.3 VYnpasieHue BpeMeHHbIMU (paiinamu
IV. 3ammra MammHHBIX HOocuTenen nadopmaruu (3HN)
3HILO Pernamenranus npasui u npoueayp +
) 3aIUThl MAIIIMHHBIX HOCUTENEH HH(pOpMAINH
3HUN.1 VY4er MalIMHHBIX HOCUTENEH HHPOpMAITIH +
3HIL2 VYmpasnenue GU3NYECKUM JOCTYIIOM K MAIIMHHBIM N
) HOCHTEJISIM HH(pOpMaIIH
3HI3 KoHnTponb nepemenienns: MalllMHHBIX HOCUTENIEH
) nH(GOpMaIMH 3a Mpeebl KOHTPOJIUPYEMON 30HbI
HckmoueHne BO3MOKHOCTH HECAHKIITMOHUPOBAHHOTO
3HN.4 YTeHUs UH()OPMAIIMU Ha MATMHHBIX HOCUTEJSIX
uHpOpMaIuu
KonTpomas ncnons3oBanust uHTEpdeiicoB BBOA (BBIBOIA)
3HIN.5 MH(OpPMaILMU Ha CbeMHbIE MAIITMHHbBIE HOCUTENN +
uH(popMaIn
3HIL6 Kontpons BBONA (BBIBO/Ia) HH(POPMAIIMH HA CHEMHbBIE
) MAaIIMHHbIE HOCUTENH HH(OpMaIUU
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3HIL7 KoHTposnp noAk/II0ueHNs CbeMHBIX MAIlIMHHBIX HOCUTENEH +
) uHpOopMaIuu
3HILS YHuuToKeHue (CTUpaHue) HHGpOpMaIMK HAa MAITMHHBIX +
) HOCHTEISIX HH(pOpManuu
V. Aynut 6e3omacHoctr (AY]])
AY].0 PernamenTanus mpaBwI U IPOLIEYp ayIuTa 0€30MacCHOCTH
AVY].1 WNuBenTapu3aus "HPOPMAIIMOHHBIX PECypCOB
AV]L.2 AHanu3 ya3BUMOCTEN U UX YyCTpaHEHUE
AVIL3 I'enepupoBaHue BpeMEHHBIX METOK U (MJIM) CUHXPOHHU3ALIUS +
' CHUCTEMHOT'0 BpEeMEHU
AVY]l.4 Peructparust coObITuii 6€30MacHOCTH +
AVY]L.5 KonTpomas u ananu3 ceTeBoro tpaduka
AVY]Il.6 3ammTa HHGOPMAIIUK O COOBITHSAX 0€30IMaCHOCTH +
AV].7 MoHHUTOPUHT 6E€30MTaCHOCTH +
PearupoBanue Ha cOOU IPU PETUCTPALIMH COOBITHIA
AV]L.8 +
0€e3011acCHOCTH
AYN.9 AHanu3 IeUCTBUNA OTAENBbHBIX MOJIb30BaTEIICH
AVYJI.10 [IpoBenenmne BHYTpEeHHHUX ayAUTOB +
AV]I.11 IIpoBeneHre BHEIIHUX ayIUTOB
VI. AutuBupycHas 3amuta (AB3)
AB3.0 PernameHTanus npaBuwi U IpoLENyp aHTUBUPYCHOU +
] 3aIUATHI
AB3.1 Peanusanus aHTUBUPYCHOU 3aILUThI +
AB3.2 AHTUBHpYCHAas 3aIIUTA MIEKTPOHHON NOYTHI M UHBIX +
' CEPBHUCOB
AB3.3 KoHTposp uC0nb30BaHNs apXUBHBIX, UCIIOTHAEMBIX
) 1 3amnpoBaHHBIX (ailioB
AB3A4 OOHoBneHne 6a3bl JAHHBIX MPU3HAKOB BPEAOHOCHBIX +
' KOMITbIOTEPHBIX MPOrpamMm (BUPYCOB)
AB3.S Hcnonp30BaHuE CpeiCTB aHTUBUPYCHOM 3alllUTHI
' Pa3IMYHbIX TPOU3BOAUTEIEH

VIL. [IpenorBpanienue BropxeHui (koMipioTepHbix atak) (COB)
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COB.O Pernamenranus npaBuiI U Ipoueayp
' MIPeIOTBPAICHHS BTOPKEHHUH (KOMITbIOTEPHBIX aTaK)
COB.1 OOGHapyXeHHE ¥ MPEOTBPAIIEHNE KOMIIBIOTEPHBIX aTak
COB.2 OO6HoBIIeHNE 0a3bl PELIAIOIINX MTPABHI
VIII. O6ecnieuenue nemnocraoctu (OLJ)
OLULO Pernamenranus npaBui u npouenyp odecrnedyeHus
' LIEJIOCTHOCTH
OLJI1 KoHTpo1b 11€10CTHOCTH TPOIPaMMHOT0 00€CTIEYEHU S
OLJL.2 Kontpons nienoctHoctu uHbopMauu
OLUL3 OrpanudeHus 1o BBoAy HHGOpMauu B MHPOPMALIMOHHYIO
] (aBTOMATH3UPOBAHHYIO) CHCTEMY
OLUL4 KoHTpoIb JaHHBIX, BBOAUMBIX B HH()OPMAITHOHHYIO
] (aBTOMATH3UPOBAHHYIO) CHCTEMY
KonTtposib o1mmb0o4HbIX JEHCTBUI 110JIb30BATENEN IO BBOAY
OLVL.5 u (1) nepenade nHGOPMAIMH U IPEAYIPEKICHNE
M0JIb30BaTelNei 00 OMMOOYHBIX IEHCTBHUAX
OLJL.6 O6e3nmuuuBanue u (Win) aeuaeHTUGUKAIUS HHPOpMALIUK

IX. O6ecneuenune nocrynnoctu (OUT)

Pernamenranus npasu u npoueayp odoecrnedeHus

OIT.0
JOCTYITHOCTH
OAT.1 Hcnonbs3oBaHne 0TKa30yCTOMYHUBBIX TEXHUUECKUX CPEACTB
O[T.2 Pe3epBupoBaHue CPEACTB U CUCTEM
OJNIT3 KoHTposb 6€30TKa3HOro PyHKIIMOHUPOBAHHUS CPEICTB
) U CUCTEM
O[T.4 Pe3epBHOE KOnMpOBaHuE HHPOPMALIUU

OIT.5 | OOecrneueHne BO3MOXKHOCTH BOCCTAHOBIIEHUS! HHPOpMALIUH

OO0ecneueHre BO3BMOKHOCTH BOCCTAHOBIICHUS

O/T.6
/A IIPOrpaMMHOr0 00ecreyeH sl IPU HEIUTATHBIX CUTYaIHsIX
ONIT7 Knacrepusanuus nuHGopMamoHHON (aBTOMaTH3UPOBaHHON )
] CHCTEMBI
ONITS KoHTposb ipeocTaBiisieMbIX BHIYUCIUTEIBHBIX
) pECYpCOB 1 KaHAJIOB CBS3U
X. 3anmTa TexHuueckux cpeacts u cucreM (3TC)
Pernamenrtanus npaBui U npore
3TC.0 HHst TP POLEIYD

3alIUTBI TCXHUYCCKUX CPCACTB U CUCTEM

3TC.1 3amuta nHGOPMAIIUU OT YTEUYKHU MO0 TEXHUISCKUM KaHaIam
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3TC.2 Opranu3zanys KOHTPOJIUPYEMOM 30HbI + + +

3TC.3 VYnpasnenue GU3NYECKUM J0CTYIIOM + + +

Pa3mernienue ycTpoiicTB BbIBOMIA (OTOOpAKEHNS )

3TC.4 uH(pOPMAINH, UCKITIOYAIOIIEe €€ HECAaHKIMOHHUPOBAHHBIN + + +
MIPOCMOTP

3TC.5 3amuTa OT BHENTHUX BO3JE€HCTBUH + + +

3TC.6 MapkupoBaHue anmapaTHbIX KOMIIOHEHTOB CUCTEMBI

OTHOCHTEJILHO Pa3pelIeHHON K 00paboTke nHGOpMaIUK

XI. 3amuTa nHpOpMAITMOHHON (aBTOMAaTH3UPOBAHHON ) CUCTEMBI U €€ kKoMIoHeHTOB (3 C)

PernmamenTanus mpaBwiI U IPOIEAYp 3alTUTHI
31C.0 MH(OPMAITMOHHON (aBTOMAaTU3UPOBAHHOM) CUCTEMBI + + +
1 €€ KOMIIOHCHTOB

Paznenenne GyHKIui MO yrpaBiIeHUIO

3UC.1 (aIMHHHACTPUPOBAHUIO ) HH(POPMALTMOHHOM + + +
(aBTOMaTU3MPOBAHHOMN) CUCTEMOM ¢ UHBIMU (QYHKIUSIMU
3amura nepuMeTpa nHGOpManOHHON
31C.2 T IEPUMETPA MH(pOpMALL ‘ N
(aBTOMaTU3MPOBAHHOMN ) CUCTEMBI
31C3 DuIenToOHNPOBaHHAS 3alIUTa HHPOPMAITHOHHON 4 4 4
) (aBTOMaTU3UPOBAHHOI) CHCTEMBI
31C 4 CermenTrpoBaHre HH()OPMAITMOHHON N N
' (aBTOMaTU3MPOBAHHOMN ) CUCTEMBI
3UC.5 Opranuzanys JeMUINTapU30BAHHOMN 30HBI + + +
3UC.6 VYpaBiieHue CETEBBIMU ITOTOKAMHU + + +
3UC.7 Hcnonp3oBanue sMymsTopa cpesibl yHKIIHOHUPOBAHUS
' IpOrpaMMHOro o0ecredeHus («IEeCOUHUIIA)
31C.8 CoxpbITHE apXUTEKTYPhl U KOHPUTypaluu + + +

MH(OPMAIIMOHHOH (aBTOMaTHU3UPOBAHHOM ) CUCTEMBI

31UC.9 Coznanue reTeporeHHON cpeibl

Hcnonp3oBaHue MPOTPaMMHOTO O0ecTieueHus,
3UC.10 | GyHKIMOHUPYIOIIETO B CpefiaX pa3InyHbIX OMEPAIIMOHHBIX
CUCTEM

[IpenoTBparenne 3aep>KKH WK TPEPHIBAHUS BHITTOITHEHHS
3UC.11 IIPOLIECCOB C BBICOKUM IIPUOPUTETOM CO CTOPOHBI
MIPOIIECCOB C HU3KUM MTPHOPUTETOM

W3onsiius npoiieccoB (BBIMOHEHUE TPOTPaMM)

3UC.12 .

B BBIIEIIEHHOM 00J1aCTH HaMSITH
3UC.13 3amura HeM3MEHIEMBIX JaHHBIX + +
31C.14 Hcnonb3oBaHne Hemepe3anuchiBAEMbIX MAITHHHBIX

HocuTenel nHhopMaImn
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Peanu3anus 31eKTPOHHOTO MOYTOBOIO OOMEHA ¢ BHEIIHUMHU
3UC.15 | ceTsimu uepe3 OrpaHUYEHHOE KOJIMYECTBO KOHTPOJIUPYEMBIX
TOYEK
3UC.16 3amura oT crama
3UC.17 3ammra nHPOPMALIUHU OT yTEUEK
3UC.18 brnoknpoBka qoCTyna K caiiTam WIHM TUIIAM CalTOB,
] 3aIpElIeHHbIX K CI0JIb30BaHHUIO
3UC.19 | 3amwura nHdopManuu Npu ee rnepeaade no KaHajaiaM CBsI3U +
3UC.20 ObecrnieyeHne JOBEPEHHBIX KaHaIa, MapuIpyTa +
3UC 21 3anpeT HECAaHKIIMOHUPOBAHHOM yIaJI€HHON aKTUBALIMKU +
' nepuepuiiHbIX YCTPOUCTB
VYrpasnenue arpuOyramMmu 0€3011aCHOCTH MIPU
3UC.22 B3aUMOJICHCTBUH C HHBIMUA HH(POPMAITMOHHBIMH
(aBTOMaTHU3MPOBAHHBIMH ) CUCTEMAMHU
3UC.23 KoHTpo1h MCIOIb30BaHUsS MOOMIIBHOTO KO/Ia
31UC.24 Kontpons nepenaun pedeBoit nHGpopManuu
3UC.25 KonTponb nepemaun BugeonHpopmanuu
31C.26 | IloaTBepxkaeHre IPOUCXOKACHUS HCTOYHUKA UHPOpPMaLUU
3UC.27 ObecneueHue MOFIMHHOCTU CETEBBIX COEAMHEHUN
31C.28 NckiroueHre BO3MOKHOCTH OTPULIAHUS OTIIPaBKU
' uH(popMaIu
31C.29 HckmroueHrne BO3MOKHOCTH OTPULIAHUS TIOTYUYEHUS
] uHpOpMaLUU
31C.30 Hcnonb3oBaHue yCTPOMCTB TEPMUHAIBHOTO JOCTYIIA
31C.31 3aiuTa OT CKPBITHIX KaHAJIOB Nepeaayl MHPOpMaluu
31C.32 3amuTa 6ecrpoOBOIHBIX COEIMHEHUN +
31C.33 HckiroueHne nocTyna yepes oOuiye pecypesl
31C .34 3ammra OT yrpo3 oTKa3a B 00CITy>KUBaHUHU +
' (DOS, DDOS-arak)
3UC.35 VYipaBieHue ceTeBbIMU COCIMHEHUSIMU +
31C.36 Co3znanue (AMyISAIMS) JTOXKHBIX KOMIIOHEHTOB
] MH(OPMAIIMOHHBIX (aBTOMATU3UPOBAHHBIX) CUCTEM
IlepeBon nH(popMaIMOHHOM (aBTOMATU3UPOBAHHOI )
31UC.37 CUCTEMBI B 0€3011aCHOE COCTOSIHUE MTPU BOZHUKHOBEHUHU
0TKa30B (cb60eB)
31C .38 3amuTa HHGOPMAIUH NTPH UCIIOIb30BAaHUH MOOMITBHBIX N
) YCTPOWCTB
31C.39 VYrpasieHue nepeMerieHneM BUPTYalbHbIX MaIlIUH N
' (xoHTEitHEpOB) U 00pabaThIBA€MbIX HAa HUX JaHHBIX

XII. PearupoBanue Ha koMibioTepHble HHIMAEHTHI (MHII)
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PernamenTanus mpaBwI ¥ IPOLIETYP

HHII.O0 + +
pearupoBaHusi HA KOMIIBIOTEPHBIE UHITUICHTHI

HHII.1 BrisiBlIeHHE KOMITBIOTEPHBIX MHIIUICHTOB + +

HHII.2 NudopmupoBanre 0 KOMIbIOTEPHBIX UHIIMICHTAX + +

WHIIL.3 AHann3 KOMIIBIOTEPHBIX UHLIUJEHTOB

HHII.4 VYcerpanenue nociaeACTBUN KOMIBIOTEPHBIX WHIIMACHTOB + +

[IpunsaTHE MEp 1O IPEJOTBPAILEHUIO IOBTOPHOTIO

BO3HHUKHOBCHU S KOMIIBIOTCPHBIX WHIIUACHTOB

XpaHeHue U 3a1mTa HHPOPMAIMH O KOMITBIOTEPHBIX

HHII.6 + +
WHIUICHTAX
XIII. Yupasnenue koHpurypanueit (YKD)
PernamenTanus npaBuil U IpoIeayp yIpaBICHUS
VYK®.0 | xondurypamueit ”HGOpMAIIMOHHON (aBTOMaTU3UPOBAHHOI) + +
CUCTEMBI
YK®.1 Wnentudukanms 00beKTOB yIpaBIeHUs! KOHPUTypaIrei
YK®.2 VpasineHue n3MEHEHUSAMU + +
VK3 YcranoBKka (MHCTAIUIAIMS) TOJTBKO Pa3pelieHHOTO + 4
' K HUCIIOJIb30BAaHUIO TPOrPAMMHOTO 00eCIIeUeHUs
YKo .4 KoHTponb aeiicTBHI1 IO BHECEHUIO N3MEHEHUI
XIV. Ynpasnenue o6HoBaeHUsIMU nporpammHoro odecnedenus (OI1O)
OI10.0 PernmameHTanus npaBui ¥ NpoLexyp + +
' yIpaBiaeHUs] OOHOBIEHUSIMU IPOIPaMMHOTO 00€CTIEUEHHUSI
OI10 1 [Touck, monydeHre 0OHOBJICHHUI MPOTPAMMHOTO + 4
' o0ecredyeHus OT TI0BEpEHHOI0 HCTOYHUKA
KonTpoms 1ienoctTHocT 0OHOBIICHUN MTPOTPAMMHOTO
OI10.2 + +
o0ecrieyeHus
OI10.3 TectupoBanue 0OHOBJIEHUN TPOrPaMMHOTO 0OeCTIEUeHUS + +
OI10.4 YcraHoBka 0OHOBJIEHM TPOrPaMMHOTO 0OeCTIeUeHH S + +

XV. IlmaanpoBanue MeponpusTHii mo obecrneuenuro 6e3omacaoctu (I1JIH)
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TITELO Pernamenranus mpaBuiI U MpoueAyp IIaHUPOBAHUS 4 4
' MEPONPUATHH 110 00ECIIEYEHUIO 3aLUTHI HH(OpMALUU
M1 Pa3pa0otka, yTBepkK/I€HUE U aKTyalu3alus IJIaHa N N
' MEPONPUATHIA 10 00ECTICYCHUIO 3aLTUTHI HH()OpMALIUU
KOHTpoJIb BBINOTHEHHS MEPONIPUATHIA IO 00ECIIEYEHUIO
TUTH.2 P porpb + +
3alIUThl HH(OpMALIUU
XVI. O6ecnieuenue aeiictBuit B HemTarHbix cutyanusax (JHC)
PernmamenTtanus npasui u npouenayp odecrnedyeHus
JHC.0 ratst b POLEAYP + +
JICMCTBUI B HELITATHBIX CUTYALUAX
JHC.1 Pa3paboTka miana AeiicTBUiA B HEIITATHBIX CUTYAIIHSIX + +
OO0yuenue u oTpaboTKa JeiicTBUI IIepCcOHaNa B HEIUTaTHBIX
I[ch yq p A p + +
CUTYaIUSIX
Co3panue aabTepHATUBHBIX MECT XpaHEHUs U 00pabOTKH
JHC.3 nH(OpMAITUHU Ha CTydail BOSHUKHOBEHHS HEIIITATHBIX + +
CUTYyalul
Pe3epBupoBanue nporpaMMHOro odecreueHus,
JIHC 4 TEXHUYECKHUX CPENICTB, KAHAJIOB CBSA3M HA Cily4ai + +
BO3HUKHOBEHUS HELITATHBIX CUTyallUuH
ObecneueHre BO3MOKHOCTH BOCCTAHOBJICHHUS
JHC.5 MH(OPMAITMOHHON (aBTOMaTH3UPOBAHHOI ) CHCTEMBI + +
B CJIy4ae BOSHUKHOBEHHS HEIITAaTHBIX CHTYaIlHH
JHC.6 AHanm3 BO3HUKIINX HEMITATHBIX CUTYallui ¥ IPUHSATHE MEP . .
) 110 HEJIOMYIEHUIO UX ITOBTOPHOTO BO3SHUKHOBEHMUSI
XVII. UudopmupoBanue u odyuenne nepconana (MUI10)
Pernamenranus npaBui u npoie
HI10.0 HHA TP POTEAYD + +
MH(GOPMUPOBaHUS U 00Y4YEHHUs ITepcoHaIa
WNudopmupoBanue nepconana 06 yrpozax 06e301macHOCTH + +
1IO.1 nH(popMauu 1 0 IpaBuiiax 6e30macHoN padoThI
WUI10.2 OO6yueHne nepcoHazna nmpaBuiaaM 6e30MmacHoON paboThI + +
HIIO.3 [TpoBeneHme MPaKTHYECKUX 3aHATHI C TIEPCOHATIOM + +
' 10 IpaBujIaM 6e30macHOi paboThI
KoHTpoIb 0cBeTOMIIEHHOCTH TIepcoHaa 00 yrpo3ax + +
NI10.4 0e30macHOCTH HH(OPMALIUHU U O TTpaBUIaX 0e30MacHON
paboThI
«t» — Mepa obOecriedeHuss O€30MACHOCTH BKJIOYEHa B 0a30BBIA HaOOP
Mep JIJIsl COOTBETCTBYIOILIEH KaTErOpyK 3HAYMMOI0 OOBEKTA.
Mepesl  obOecrieueHusi 0€30MACHOCTH, HE O0O3HAYEHHBIE 3HAKOM  «»,
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MPUMEHSIOTCS TPH aJalnTallid M JONOJHEHWH 0a30BOro Habopa Mep, a TakKke
npu pa3pabOTKe KOMIIGHCHUPYIOIIUX Mep B 3HAUMMOM OOBEKTE€ KPUTUYECKOU
MH(QOPMAITMOHHONW HHPPACTPYKTYPbI COOTBETCTBYIOIIEH KaTeropuu 3HAYMMOCTH.



